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Abstract

STARS s amethodologyfor worst-cas@nalysisof embeddedys-
tems.STARS manipulategbstractepresentationsf systemcom-
ponentsto obtain upperboundson the numberof variousevents
in the system,aswell asa boundon the responsdime. VCC is
a commercialdiscreteevent simulator that can be usedboth for
functionalandperformanceverification. We describean extension
of VCCtofacilitateSTARS. The extensionallows theuserto spec-
ify abstractrepresentationsf VCC modules. Theseabstractions
areusedby STARS, but their validity canalsobe checledby VCC
simulation.We alsoproposea mostly automatigprocedureo gen-
eratetheseabstractionsFinally, we illustrate on an examplehow
STARS canbe combinedwith simulationto find bugsthatwould
be hardto find by simulationalone.

1 Introduction

STARS(STaticAnalysisof Reactie Systems)s amethodologyor
worst-casenalysisof embeddedystemq?2, 3]. It canbeusedto
verify differentpropertief systemssuchaspower consumption,
timing performanceor resourceutilization. It consistsof three
mainphases:

1. choosingan abstractrepresentationf signals,calleda sig-
nature,

2. building abstractiongcalledo-abstiactiong of systemcom-
ponents,

3. analyzingo-abstractionsindinterpretingresults.

The signaturesand o-abstractionsnustsatisfy certainproper
ties, in orderfor STARS to producevalid worst-casébounds|2].
An orderingmustbe definedin the domainof signaturesso that
it canbe preciselydeterminedf a signal,representetby onesig-
nature,is “worse” thananothersignal, representedy a different
signature.In addition,signatureseedto presere sufficient infor-
mationsuchthattheusageof resourcef interest(e.g.time, pawer,
memorybandwidth,..) canbeaccuratelyestimated.

Themainrequiremenbn c-abstractionss thatthey beconser
vative predictorof the systembehaior, i.e. they needto predicta
systenresponséhatis atleastas“bad” astherealresponself o-
abstractionsrenot conserative, thenresultsof STARS might not
beworst-casdounds(in otherwords,they areuseless)Checking
whethera o-abstractionis conserative is an instanceof a clas-
sic verification problem: “Is every behaior of an implementa-
tion (in this case the system)consistentvith the specification(o-
abstraction)?” Therefore |t canbe solved by oneof the usualap-
proachesby constructionby formal verification,or by simulation.

Solutionby simulationis never complete becausexhaustve
simulationis notfeasible.Neverthelessit is the mainstayof verifi-
cation,andoftentheonly availableoption. At the high-level of ab-
straction,embeddedystemsareoftenmodeled(andsimulatedas
networksof concurrenprocessethatcommunicatehroughevents
Therearea numberof public (e.g. Ptolemy[6]), proprietary(e.g.

YAPI [10]), andcommerciale.g.VCC [7]) simulatorghatoperate
atthislevel.

Typically, systemcomponentsare modeledin a standardoro-
ceduralanguagelike C++, enhancedvith alibrary definingports
throughwhich eventscanbe emittedanddetectedFor example,in
VCC, suchan extensionof C++ is called Black-BoxC++. VCC
alsoallows the componentdo be specifiedin White-BoxC, a di-
alectof C.

In additionto functional simulation,VCC also allows perfor
manceanalysis. The designis first mappedo animplementation
architecturewith typical architecturaklementsdeingprocessors,
buses ASICs,andmemories Oncethedesignis mappedit is pos-
sibleto estimateperformanceof the givenimplementation.These
estimateganeitherbe provided by the userthroughso-calledde-
lay models or, in caseof White-Box C modelsmappedo a pro-
cessorVCC cangenerateghemautomatically Givena White-Box
C model,VCC canproducea Black-BoxC++ modelthatis equi-
alentto theoriginal one,exceptthatit is alsoannotatedvith timing
estimateslt is thenpossibleto simulatethe designwith thesetim-
ing information.

Therearetwo basiccontrikutions of this paper First, we de-
scribean extensionof VCC (calledVCC-SRRS thatallows both
simulationand STARS, sothatthe sameabstractionganbe veri-
fiedby simulationandusedby STARS 1 More preciselywe extend
Black-BoxC++with notionsof countes, o-abstractionsandmon-
itors. Countersbothbuilt-in anduserdefined countthe numberof
occurrencesf interestingeventsin the system.Their purposes to
definesignaturesandassuchthey areusedby o-abstractionsThe
purposeof monitorsis to checkwhetherthe valuesin the current
simulationrun satisfytheboundsgivenby a o-abstractionln other
words,monitorscheck(by simulation)if g-abstractionsreindeed
conserative.

The secondcontrikution of this paperis a procedureto auto-
matically generates-abstractiongor White-Box C models. The
proceduremay not alwayssucceedandit is not hardto shav that
no procedurethat always succeedsxists, becausehe problemit
attemptgo solwe is undecidable Therefore we have designedhe
procedureo accepta partial solutionfrom the user In this way,
the procedureas reducing(andin somecasesliminating)the de-
signers effort in building a g-abstraction.

STARS canbeusedto computeanupperboundonthenumber
of eventsgeneratedn a giventime interval. This informationcan
beusefulin mary ways. It is oftennothardto relatethe numberof
eventsto the numberof memoryaccessesyr theenegy neededo
procesghe events. Therefore,a maximumnumberof eventsin a
giventime periodcanbe usedto boundpowver andmemoryband-
width in thatperiod. Anotheruseof STARS resultsis to checkthe
quality of simulationtest-sets.If the numberof generatedvents
in simulationis closeto the boundcomputedby STARS, we can
be quite confidentthatthosetestvectorsindeedstretchthe system
resourceso themaximum.If thatis notthecasethedesignemay
useSTARS resultsasa guidelinein developinga morechallenging

While VCC is a commercialproduct, at this point, VCC-STARS is a research
project,andit is notcommerciallyavailable.



test-set.

Finally, for mappedandestimatediesigns STARS canalsobe
usedto analyzeprocessoutilization. More precisely STARS uses
estimatedrun-timesto computea boundon the maximumbusy-
period i.e. the longestintenal of time the processoican contin-
ually benotidle. If the processorcannotbe idle while thereare
pendingservicerequeststhenaboundon the busy-periods alsoa
boundontheresponsgime.

1.1 Related Work

STARS is basedon the analysisof a systemabstraction. Mary
researcherdave suggestedising abstractiongo simplify formal
verificationof systemge.g.[8, 5, 11]). In theseapproache# is
shavn thatabstractiopreseressomepropertiesof systemssoto
verify a propertyof the detailedsystem.,it is enoughto verify it
for the abstracone. In contrastthetheorybehindSTARS relates
resultsof certainanalysisof the abstracsystemto the worst-case
behaior of thedetailedsystem.Thus,it canbeseenasaninstance
in theabstracinterpretatiorframevork [9].

Theoriginalmotivationfor STARS wastiming analysisof real-
time software. This problemhasbeenaddressedbefore, starting
with Liu andLayland[13]. They give an exactsolution,but only
for averyrestrictednodel. To fit arealisticsysteminto thismodel,
mary conserative simplificationsarerequired.Therestrictionson
the modelhave beensomeavhat relaxed later [1], however several
significantlimitations are presentin all the previous approaches,
but notin STARS. For example,the processingime requirements
of acomponentvereassumedo be constant.In contrastSTARS
allows themto bea functionof theinputsandinternalstates.

Integrating STARS into a simulationframework wasalsopro-
posedin [4]. In that case,the simulatorwas YAPI, but the ba-
sic approachs quite similar (countersreferencesg-abstraction,
monitors). We take thesesimilarities as an indication that these
conceptarevalid for ary discrete-eent simulator andnot partic-
ular to either YAPI or VCC. The VCC integration proposalgoes
significantlybeyond YAPI proposalin connectingSTARS to tim-
ing informationand using VCC producedperformancesstimates
for automatiageneratiorof g-abstractions(YAPI hasno notion of
eitherarchitectureor time.)

Therestof this paperis organizedasfollows. In Section2, we
describeextensionsto Black-Box C++ modelsnecessaryo spec-
ify signaturesndo-abstractionsandthenin Section3, we explain
how to run STARS andhow to validatec-abstractiondy simula-
tion. In Section4, we proposea procedureo automaticallygen-
erateg-abstractiongrom a White-Box C model,andexplain how
theusermayprovide hintsto helptheautomatigrocedureln Sec-
tion 5, we describean example,andfinally we give conclusionsn
Section6.

2 Black-Box C++4 Extensions

In Black-BoxC++, eachsystencomponents representetly asep-
arateclass.Eachoneof theseclassesnustbe derived from a base
classcalledCPPBI ackBoxModel . Thesederivedclassesisually
have somememberf classed nput Port andQut put Port.
Theclassl nput Port hasa memberfunctionEnabl ed usedto
checkif thereis atokenatthatport,andamemberfunctionVal ue
which returnthe value of the token (if ary is present).The class
Qut put Port hasamemberfunctionPost which emitsatoken
on that port. Eachderivative of the classCPPBI ackBoxModel
mustcontaina definition of the Run memberfunction. This func-
tion modelsthe behaior of the component. It is called during
the simulation. The precisetime whenit is calleddependn the
schedulingalgorithm, which is a propertyof the implementation
architecture.

In this sectionwe describenew classesndextensiongo exist-
ing classesusedto definesignaturesand o-abstractions (A word
of caution:examplesin this paperarederived from thosein VCC,
but, for brevity, they have beenmodified somavhat: somenames
have beenshortenedsomemacrosexpanded,somelevels in the
classhierarchyskipped. Thus,they areno longervalid VCC ex-
amples.Neverthelessthey highlight all the key conceptsandthe
partsrelatedto STARS have notbeenalteredat all.)

2.1 Counters

Thefirst stepof STARS is signaturedefinition. In general signa-
turesarefunctionson systemexecutions.They have to satisfytwo
basicrequirements:

1. it mustbepossibleto comparghem.,i.e. apartialordermust
bedefinedontheirranges,

2. they mustbe monotonejn the sensahatthe signatureof an
executioncanonly increasestheexecutionextendsin time.

In VCC-STARS, signaturesarevectorsof countervalues. For
every port in the systemthereis a built-in counterwhich counts
the numberof tokenstransmittecthroughthat port. For example,
for the input port Queuel n in Figure 1, the associatecdcounter
is Queuel n. count . The usermay also extend the signature
by definingadditionalcountersas membersf a Black-Box C++
model,e.g.numExecut i ons in Figurel.

Werepresentounterdyy objectsof theclassst ar sCount er
which maintainthe value andthe boundfor a counter The value
canbe changeddy theincrementoperator++. The boundcanbe
changedusingthe memberfunctionset Bound. The stateof an
objectof theclassst ar sCount er canbeaccesseby castingthe
objectto theintegertype. Thevalueof theinteger castis different
in simulationand STARS. In STARS, it evaluatesto the current
boundof thecounteywhile in simulationit roughlycorrespondto
thevalueof the counter(seeSection3.1for moredetails).

During simulation,built-in countersareincrementecutomati-
cally eachtime atokenis transmitted¢hrougha port. However, the
useris responsibldor incrementinguserdefinedcountersin order
for themto representhe numberof occurrencesf the eventof in-
terest.For example,numExecut i ons in Figurelisincremented
eachtime the function Run is executed. Therefore,its value is
equalto the numberof executionsof Run.

Vectorsof countervaluessatisfythe two necessargonditions
for a signaturestatedabove, because&omponent-wiseomparison
is a partial order andthe valuesof counters(i.e. the numberof
producedandconsumedokens)canonly increasef anexecution
segmentis extended.

The countersare usedto build abstraction®f systems.How-
ever, the countersprovide only a limited information aboutthe
systembehaior, andthusthe resultingsystemabstractiorcanbe
only of limited precision.If a morerefinedabstractioris desired,
the usercandefineadditionalcountersto keepextra information.
Defining an additionalcounteris muchlike addingan additional
outputport to the module,exceptthatthis portis not usedin nor
mal operation,but just provides additionalinformationneededo
build an accurateabstraction.Therefore with only a slight abuse
of notation,we usethetermoutputcountes to denoteboth built-in
countersassociategvith outputports,aswell asuserdefinedcoun-
ters.

2.2 Counter References

In somecasesanaccuratar-abstractiorrequireamoreinformation
aboutthemodules environmentthanwhatis providedby the num-
berof tokenstransferedhroughtheinput ports.VCC-STARS pro-



class fifo:
publ i ¢ CPPBI ackBoxMbdel
{
I nput Port <i nt > Queuel n;
I nput Port <i nt> d ear ToSend;
Qut put Port <i nt > QueueQut ;
bool cts_;
voi d FI FOPush(int);
int FIFOPop()
st arsCount er nunExecuti ons;

void fifo::Run()
{
nunExecut i ons++;
if (O earToSend. Enabl ed()) {
if (!FIFCenpty()) {

QueueQut . Post ( FI FOPop());

cts_ = fal se;
} else {
cts_ = true;

P}

void fifo::starsAbstraction()
{
QueueQut . count . set Bound(
m n( Queuel n. count,
Cl ear ToSend. count));

i f (maxExecutions. i sConnected()){
nunExecut i ons. set Bound(
maxExecuti ons);
} else {

st ar sCount er Ref maxExecuti ons;

i f (Queuel n. Enabl ed()) {
}; FI FOPush( Queuel n. Val ue());

if (cts_) {

nunmExecut i ons. set Bound(
Queuel n. count +
Cl ear ToSend. count) ;

b}

QueueQut . Post ( FI FOPop());

cts_ = fal se;

} 1}

Figure 1: A Black-Box modelof a FIFO Queue

videscounterrefeencesasmechanisnto accesshis additionalin-
formation.Counterreferencesrelik e pointersto countersn other
componentsexceptthatthey allow “read-only” accessi.e. access
throughcounterreferencegsloesnot allow changingthe value of
a counter More precisely it is not possibleto incrementor call
set Bound on an abjectof classst ar sCount er Ref . How-
ever, it is possibleto castit to theintegertype,which hasthesame
valueascastingthereferenceaounterto theintegertype. Whether
a counterreferencess valid, i.e. whetherit indeedreferencesa
counteyis checledby thememberfunctioni sConnect ed. Try-
ing to accesshevalueof a counterreferencahatis not connected
will causeanexception.

For example,theboundon nunExecut i ons in Figurel de-
pendson the modules ervironment,i.e. on the numberof times
the schedulercalls Run. If the environmentmaintainsa counter
with suchinformation,it couldbeconnectedo maxExecut i ons
counterreferencgperhapsatthetimef i f o isinstantiated) Then,
the o-abstractiorof f i f o couldusermaxExecut i ons to bound
numExecut i ons.

Counterreferenceselp maintainthe modularity of specifica-
tion. They enablethe sameo-abstractiongo be usedin different
ervironments.In atypical intellectualproperty (IP) assemblyde-
signparadigma moduleandits o-abstractiorcould be developed
by the IP provider andthenre-usedn mary differentapplications.
In thisscenariotheresponsibilityof theapplicatiordesignemwould
just be to connectpropercounterso modules counterreferences.
To do this, the applicationdesignemustunderstandvhatkind of
informationthemoduleexpectsfrom thecountereferencebut this
is nodifferentthanconnectingary otherinput or outputportin the
assemblyprocess.

Counterreferencesresimilar to input ports,in the sameway
thatuserdefinedcountersaresimilarto outputports. Thereforewe
usetheterminputcountesto referto bothinput portscountersand
countereferences.

2.3 o-abstractions

In STARS, g-abstractionareusedo represensystencomponents.
The purposeof a o-abstractionis to computeboundson output
countersbasedon the valuesof input counters. A g-abstraction
is valid if it is a conserative predictorof modules behaior. That
meansthat for ary sequencef inputs (and ary segmentof that
sequence)the predictedoutputsignaturegiven by a o-abstraction
mustbe larger thanthe signatureof actualoutputs. This require-
mentis presentedjraphicallyin Figure2.

In VCC-STARS, o-abstractionare representedby a member
functionof Black-BoxC++objectscalledst ar sAbst racti on.
This functionreturnsno value,but its body shouldcontaincallsto

—g— COmponent —

signature signature

c-abstraction >

Figure 2: o-abstraction must be consewative

set Bound memberfunction of all outputcounters.To compute
theseboundsjt hasaccesdo input counters.

For example, the f i f 0 modulein Figure 1 hastwo output
countersiurExecut i ons andQueueCut . count . Inthefunc-
tionst ar sAbstract i on,theboundonQueueQut . count is
setto the smallerboundof two counters:Queuel n. count and
Cl ear ToSend. count . This boundcan be easily justified by
analyzingthe codeof Run. If maxExecut i ons is connectedo
somecountey theboundon nunExecut i ons is setto thevalue
of that counter Otherwise,it is setto the sum of the counters
Queuel n. count andd ear ToSend. count . (This alterna-
tive boundis valid for all schedulingalgorithmsthatarecurrently
availablein VCC, butit maynotbevalid for anarbitraryscheduling
algorithm.)

Occasionally a g-abstractionneedsto know the duration of
an executionwhose signatureshould be bounded. This is par
ticularly true for o-abstractionsnodelingthe ervironmentof the
device beingdesigned.This informationis kept by the objectof
the classcalledst ar sManager . At ary time, thereis a unique
object of this class,and a pointerto that objectis returnedby
CPPBI ackBoxModel memberfunctionngr . The managehas
amemberfunctiont i meW ndow which returnsthe lengthof the
time window relevantin the currentcontext. As we will describe
later, this valuemaydiffer duringsimulationandduring STARS.

For example,a modulethat generates signal called Bur st
every 625mscouldhave thefollowing o-abstraction:

voi d env::starsAbstraction() {
Bur st . count . set Bound(
mgr () ->ti meW ndow()/625000+1) ;

This g-abstractiorassumeshat the time unit usedby STARS
is Ins Thesizeof thetime unitis alsoheldby st ar sManager ,
andit canbe changedrom sessiorto session.



111 filte: ... /perf.dsl /111111
del ay_nodel () {

i nput (Voi ceFr anel n);

run();

del ay(’ 0. 000001’ );

out put ( PcnSanpl esQut) ;
}

1111 file: .../black.cpp ////1]

voi d QCELP: :starsAbstraction() {

PcnSanpl esQut . count . set Bound(
Voi ceFranel n. count) ;

starsCounter * processorTinme =
processor Ti neCount er () ;

if(processorTinme) {
processor Ti ne- >set Bound(
1000* Voi ceFranel n. count) ;

Figure 3: Bounding processottime basedon a delay model

Theo-abstractiorof thesystenis acollectionof o-abstractions
of all systemcomponents.Togetherthey computeboundson all
outputcounters.Sincethe systemis closed,and every counteris
an output counterof somecomponentthe systemao-abstraction
(denotedby F) mapsa vectorof countervaluesto anothervector
of countervalues.

2.4 STARS and timing

VCC-STARS maintainsacounterfor eachBlack-BoxC++module
mappedo a CPU. The purposeof this counteris to measureCPU
time usedby thatmodule. STARS incrementghis counterduring
simulation, but it is the users responsibilityto setits bound,to
indicateworst-cas€CPUtime requirement.

A Block-Box C++ modulecanaccessts associate@PU-time
counteiby amemberfunctionpr ocessor Ti neCount er . If the
moduleis mappedo a CPU,the function returnsa pointerto the
CPU-timecounterfor thatmodule.Otherwiseijt returns0.

For example,a delay modeland a g-abstractionof a module
called QCELP are shawn in Figure 3. It indicatesthat QCELP
emitsits outputexactly 1usafterreadingts input. Sincethemodule
useslusof CPUtime eachtimeit is executedjts worst-caseisage
is setto 1000* Voi ceFr anel n. count . This boundassumes
thatthemoduleis not executedunlessthereis a freshinput, which
is trueof all the currentlyavailableschedulingpoliciesin VCC.

In principle, a usercould alsowrite c-abstractiondor CPU-
time countersof estimatedWhite-Box C modules. However, this
would requirethe userto analyzedelay-annotatedodegenerated
by VCC. Sincethe generateccodeis quite unreadableand bears
little resemblanceo the original C code, this processs very te-
diousanderrorprone.Instead we have modifiedthe procedureo
generatalelay-annotatedode. The modifiedproceduregenerates
a o-abstractiorasa sideproduct. In this way, the detailsof delay-
annotateacodemay remainhiddenfrom theuser

VCC-STARS also maintainsa counterfor eachCPU to mea-
sureits total usage.STARS automaticallyincrementghis counter
during simulation,andit also generatests o-abstraction. In the
generatedabstractionVCC-STARS setsthe boundon the usage

counterof a CPU ¢ to the sumof boundsof processotime coun-
tersof all themodulesmappedo c.

3 Running STARS

The basictheorembehind STARS statesthat if somevector of
countervaluesx is a fix-point of the systemo-abstractiorF, and
x is largerthanthe vectorof initial countervalues,thenx is larger
thanthesignatureof anyexecution[2]. Basednthisresult,STARS
solvesx = F(x) by iteration,usingcountevaluesin theinitial state
asaninitial solution. SinceF is guaranteedo be monotonethe
iterationwill eithercorverge or atleastonecountervaluein x will
grow beyondary boundsTo preventinfinite iteration,theusermay
specifyaboundaryaluefor eachcounter If acounterin x reaches
its boundaryalue,the iterationterminateswith failure. However,
if the convergenceis achieved beforethat, thanx is a valid worst-
casebound.

STARS is performedby callingr unSt ar s memberfunction
of the st ar sManager object. This function comesin two ver
sion. Thefirst versionhasa singleargumentT of type doubl e.
In thisversion,t i mreW ndowalwaysreturnsT. Consequentlythe
resultsof STARS shouldbe interpretedas the worst-casesigna-
ture of all executionwindows of lengthT. In the secondversionof
runsSt ar s, theargumentis thecounterCnt associateavith CPU
for which we wantto performbusy-periodanalysis. In this case
t i meW ndow returnsthe currentboundof Cnt , which of course
maygrow from iterationto iteration.If theiterationconverges,the
final boundon Cnt is alsothe boundon the durationof a busy
periodof theassociate€PU.

3.1 Monitors

STARS needwnly c-abstractiongor its computationandit never
executesnodules’Run functions.Therefore STARS cannottheck
ary correspondencbetweentwo views of the module(given by
Run andst ar sAbstracti on). For this purpose,we extend
VCC with monitos. EachBlack-BoxC++modulehasanoni t or
membeifunction. Callingnoni t or atary timeduringsimulation
createsa monitor object. Any time aninput of the modulegetsa
new token,themonitorobjectexecutests st ar sAbstracti on
function.

In this context, castingan objectof classst ar sCount er to
integertypeevaluatego thedifferencebetweerthe currentcounter
value and the value at the time the monitor object was created.
Similarly, t i meW ndowevaluatesn this contet to thedifference
betweenthe currenttime and the time the monitor was created.
Whenset Bound is executedfor someoutputcountey the moni-
tor checkswhethertheboundisindeedargerthantheactual(incre-
mental)countervalue.If not,awarningis reported.Schematically
monitorsperformthetestasin Figure2.

Monitorsarethekey toolin developingo-abstractionsWithout
them,dehuggingo-abstractionsvould bealmostimpossible . They
arealsousefulin ensuringthatengineeringchangesnadeto Run
laterin thedesignprocesslo notinvalidateexisting c-abstractions.

4 White-Box C Extensions

The simulationkernelof VCC cansimulateonly Black-Box C++
models. Therefore,for simulation, White-Box C modelsneedto
becorvertedinto Black-BoxC++ models.Thiscanbedonein two
ways. For functionalsimulation thetranslatioris mostly syntactic
to accounffor differencedetweenC andC++. Table1 shavs cor
responding3lack-Box C++ andWhite-Box C constructsboth for
basicVCC andSTARS extensions.

For performanceimulation,VCC estimategxecutiontimesof
eachbasicblock of the White-Box C code. Then,VCC generates



Table 1: Black-Box C++ vs. White-Box C
Black-BoxC++ White-BoxC
CPPBI ackBoxMbdel object| .cfile
obj ect:: Run() Run()
I nput . Enabl ed() | nput _Enabl ed()
I nput . Val ue() I nput _Val ue()
Cut put . Post (val ) Cut put _Post (val )
st ar sCount er st ar sCount er
cnt ++ starslncrenment (cnt)
cnt . set Bound( expr) cnt _Set Bound( expr)

equivalentBlack-Box C++, andaddsto every basicblock a state-
ment that incrementssimulationtime by its estimatedexecution
time. In VCC-STARS, we have modified this procedureto also
generatea o-abstractiorasa side-product.The g-abstractiorgen-
erationprocedureconsistof thefollowing two phases:

Bound propagation In this phasewe try to find a boundfor each
basicblock. We startwith a small setof seedbounds and
then deducefrom theseadditionalbounds,until hopefully
we getaboundfor eachoutputcounterandeachbasicblock.
The seedboundsconsistof boundson input counters,and
alsoary usergivenboundson outputcounters We describe
theboundpropagatiomprocedurén detailsin Sectiord. 1.

Codegeneration In this phase we usethe boundsfrom the first
phaseto generatahe codeof st ar sAbst racti on. The
codesetsboundson all outputcounters,aswell ason the
pr ocessor Ti meCount er. We describethis procedure
in Sectior4.2.

4.1 Bound Propagation

To build ac-abstractiorior aWhite-BoxC module we needto find
a boundfor eachoutputcounter(asa function of input counters).
Furthermoreto boundrequiredprocessotime, we needto find a
boundfor eachbasicblock of the Run function, or ary function
calledby Run. More precisely the boundpropagatiorprocedure
may generatehreetypesof bounds:

1. For every counter(both built-in anduserdefined)we try to
find aboundonits value. Thevalueof acounterc is denoted

by V(c).

2. For every statementwertry to find aboundonthetotal num-
ber of timesthat statements executed.We useN(s) to de-
notethis numberfor somestatemens. Clearly, a boundon
N(s) is alsoaboundonthenumberof executionsof thebasic
blockto which s belongs.

3. For every expressionappearingin a conditional statement
(andits sub-expressions)wetry to find aboundon thenum-
ber of timesthat expressionsan evaluateto TRUE (i.e. to
somevalue differentfrom 0). We useT(e) to denotethis
numberfor someexpressiore.

Becauseve arelooking for aboundon eachN(s), T(e), andV(c),
we jointly call themtargets

The boundpropagatiorproceduretakes seedboundsand de-
rivesfrom themasmary boundson targetsaspossible Thebound
propagationprocedures rule-based. Eachrule specifieshow to
generatsmev boundsfrom existing ones. Rulesareiteratively ap-
plied, until no furtherboundscanbederived.

Therulesthatwe proposenext arevalid for a subsebf White-
Box C that conformsto rules of structureprogramming,i.e. no

[ xExx

.../white.c

* ok kK k[

file:
starsCounter cl,c2,c3;

void Run() {

starslncrenent(cl);

if (PcnBanpl esl n_Enabl ed()) {
sanpl esi n = PcnBSanpl esl n_Val ue();
Length = sanplesin -> | ength;
| engt hRecei ved_ = 1;
Data = sanplesin -> data;
dat aRecei ved_ = 1;

}
if (lengthReceived_ && dataReceived_ ) {
starslncrenent(c2);
for (i =0; i < Length; i++) {
starslncrenent (c3);
data[i] = *Data++;

}

PCVSanpl esFr onDECODER( dat a, Lengt h);
| engt hRecei ved_ = 0;
dat aRecei ved_ = 0;

}

voi d starsSetBounds() {
c¢3_Set Bound( 160* PcnSanpl esl n_Count () ) ;
c2_Set Bound( PcnSanpl esl n_Count ());
cl_SetBound( ... );

Figure4: A White-Box C model of an audio buffer

got o, br eak, or cont i nue statementsandnor et ur n state-
mentsexceptasthe very laststatemenin a function. Furthermore,
wedonotallow swi t ch statementsjorrecursve calls.

Considerthestatemenst ar sl ncr enent (c1) in Figure4,
andassumeb is someknown boundfor V(c1). We canconclude
that the statementannotbe executedmorethanb times. Other
wise, theboundon V(c1) would be violated. This reasoningcan
berepresentedy therule:

N(starslncrenment (cl);) < V(cl) .

Oncewe hare aboundonst ar sl ncrenent (cl) ; ,wecan
extendit to i f ( PcnBanpl esl n_Enabl ed() ), becausehese
two statementsrein the samebasicblock. In otherwords, the
following rule holds:

N(i f (PcnBanpl esl n_Enabl ed()) =
N(starslncrement(cl);) .

As afinal example,considetthe statement:
sanpl esi n = PcnSanpl esl n_Val ue() ;.

It is executedif PcnSanpl esl n_Enabl ed evaluatesto TRUE.
In VCC, executionsof the Run function “consume”all input to-
kens. In otherwords, in a single executionof Run, the value of
PcrBanpl esl n_Enabl ed will alwaysbethesameputit canbe
TRUE only if anew PcnSanpl esl n hasbeengeneratedbetween
the currentexecution and the previous one. It follows that ary
boundonthecounterf PcnSanpl esl n canbeusedo boundthe
numberof timesPcnBSanpl esl n_Enabl ed evaluateso TRUE,
andthusalsothe numberof timesthe statemenébove is executed.



Table 2: Bound propagationrules for statements

statemens | rules

_ P g N(s) = N(p) = N(q)
if(e then p else q| N(s) <N(p)+N(q)

N(p) < N(s)

N(p) =T(e)

N(q) < N(s)

for(efig p N(s) =N(e)
N(g) =N(p) = T(f)

while(e p N(p) =T(e)

do p while(e) N(s) < N(p)
N(p) < T(€) + N(s)

starsincrenent(c); | N(s)<V(c)

out _Post (t oken); N(s) <V(out . count)

Table 3: Bound propagationrules for expressions

expressiore | rules
i n_Enabl ed() | T(e) <M(e)*V(i n. count)
f&& g T(e) <T(f)
T(e) <T(g)
fllg T(e) <T(f)+T(9)

This canbederived from thefollowing rules:

N(sanpl esi n=PcnBanpl esl n_Val ue();) =
T(PcnSanpl esl n_Enabl ed())

T(PcnSanpl esl n_Enabl ed()) =
V(PcnBanpl esl n. count ) *
M(PcnBanpl esl n_Enabl ed()) ,

whereM(e) represents boundon the numberof timese canbe
executedduringa singleexecutionof the Run function. In our ex-

ampleM(e) is one,butin generalt canbeconseratively computed
by standardlow analysistechniquege.g.[12]). In particularif e

appearsnsidea loop, we assumeM(e) is infinity, andignorethe
correspondingule. Notice thatM(e) is aninteger constant(if fi-

nite) thatcanbe determinecht compiletime, while N(s), T(e) and
V(c) arefunctionsof input countervalues.Thus,they canbe sym-
bolically manipulatecat compiletime, but canbeevaluatedonly at
run-time(i.e. duringsimulationor STARS).

Therulesusedby the boundpropagatiorprocedureareshavn
in Tables2 and3. Table2 shawvs rulesassociatedavith statements,
while Table3 shaws rulesassociatedvith expressions.Thereare
additionalrulesrelatedto outputcountersandfunctioncalls. They

are:
Vicnt) < ; N(s)
selndtnt )
V(out.count) < ; N(s)
sePog{oOUL )
N(p) < N(s)
seCall(p)
where:

e cnt is a userdefinedcounter andIng(cnt ) is the set of
statementsf theform st ar sl ncrenent (cnt) ; ,

e out isanoutputport,andPog(out ) is thesetof statements
of theformout _Post (val ) ;,

¢ pisthefirst statemenin thebodyof afunction,andCall ( p)
is thesetof all statementshatcontaina call to thatfunction.

The bound propagationproceduremaintainsa set of bounds
B(X) for eachtargetX. Initially, targetstatementandexpressions
have no bounds,input countershave a singlebound(themseles),
andoutputcountershave ary boundsspecifiedby the userin the
functioncalledst ar sSet Bounds. The boundpropagatiorpro-
cedureiteratively appliesoneof the propagatiorrulesuntil all sets
of tamgetboundsstabilize. Therearetwo typesof rules? oneis of
theform X < cxY, andtheotheris of theform X <Y +Z, where
X,Y, andZ aretamgets,andc is anintegerconstan{usuallyl). To
apply the rule of the first type, the boundpropagatiorprocedure
performsthefollowing operation:

B(X) := B(X)u{cxy|y€B(Y)} .

To applytherule of the secondype, the boundpropagatiorproce-
dureperformsthefollowing operation:

B(X) := B(XX)U{y+z|y € B(Y),z€ B(Z)} .

It canbeshavn thattheboundpropagatiomproceduravill even-
tually converge,aslongasno redundanboundsarekept. Thepro-
cedures successfuif atleastoneboundis derivedfor eachtarget.
If thatis notthecasest ar sAbst r act i on cannotbegenerated,
andawarningis reportednstead.

Considerthe examplein Figure4. Without usergivenbounds,
the boundpropagatiorprocedurecanonly find boundson the ba-
sic block insidethefirsti f statementSo,to make the procedure
successfultheusemeeddo definesomecounterandprovide their
bounds For example,counterc 1 is usedto boundthetotalnumber
of executionsof Run. Similarly, c2 is usedto boundthe number
of executionsof thebasicblockinsidethesecond f . Notethatthe
boundon c1 propagateslsoinsidethe second f, sothe bound
propagatiomprocedurevould be successfubven without a bound
onc2. However, overall precisionof the g-abstractiorcanbeim-
proved,if c2 is givenastrongeboundthanc 1. Finally, thebound
propagatiorprocedureannote successfulvithoutaboundonthe
basicblockinsidetheloop. This boundis derived from the bound
on ¢ 3 (this boundis not apparenfrom the codein Figure4, but
it is asserteelsavherethata paclet cannotcontainmorethat 160
samples).

For the examplein Figure 4, a more sophisticate¢procedure
couldfind aboundon all targetswithoutary usergivenbounds.A
boundfor c1 could be derived by analyzingthe schedulingalgo-
rithm. This informationis readily availablein VCC, but no such
analysishave beendevelopedyet. A boundon c¢2 could be ob-
tainedby finding aninvariantstatingthatthetwo i f 's arealways
satisfiedtogether Finally, aloop analysistechniquecould be used
to find a boundfor ¢3. However, thereis no hopeof developinga
proceduresosophisticatedthatit totally eliminatesa needfor user
given bounds. It is not hardto seethat sucha procedurewould
have to be ableto solwe the halting problem,whichis known to be
undecidable.

4.2 Code Generation

The generatedst ar sAbst r act i on consistsof two parts. In
the first part we evaluate boundson output counters,and basic
blocksof code.For example,to evaluatea boundon somecounter
¢, we evaluateall boundexpressionfor V(c), andfind the small-
est. Boundsfor N(s) andT(e) for a statemens anda conditional
expressionse are evaluatedin the sameway. Finally, the bound
on the numberof executionsof somebasicblock b (denotedby
N(b)) is setto the boundon N(s) for somestatemens in b. Let

2A rule with equalitycanbe convertedinto two ruleswith inequalities.
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Figure5: A control-flow graph.

boundN(s)), boundN(b)), boundV(c)), and boundT(e)) de-
notethesebounds.

In the secondpart of st ar sAbst ract i on we computea
boundon the requiredprocessotime. For this purposewe need
a control-flow graph of the Run function, andall functionscalled
by Run. Formally, we representa control-flav graphwith a 4-
tuple (Nodes Blocks, In,Out) whereNodesis the setof nodesin
the graph,the setof basicblocks Blodks correspondo edgesof
thegraph,andfunctionsin : Nodes— 2B!°%S andOut : Nodes—
2Blodks gpecify for eachnodeits fan-in and fan-out, respectiely.
We alsomale useof estimatedexecutiontime of basisblocks,as
computedby VCC estimationpackage. We useeg(b) to denote
thattime for a basicblockb.

In thesecondpartof st ar sAbst r act i on, we setthebound
ontherequiredprocessotime to:

boundb) * eg(b) . 1
be;m oundb) + eg(b) @

Expression(1) is avalid, but notthe bestpossibleboundonthe
requiredprocessotime. For example,considerthe control-flov
graphin figure5 andassume:

boundN(b;)) = boundN(b;)) = boundN(bs)) =2 .

Expressior(1) would boundthe processotime requiremenbf this
graphto:
2x(ed(by) + eg(by) +eg(bg)) .

However, from the boundon by, we know thatb, andbz cannot
bothbeexecutedwo times,andtheboundabove canbe strengthen
to:

2x(ed(b1) + max(eg(by),es(bs))) .

To capturesuchconstraintsn generaljnsteadof evaluating(1), we
couldsolve thefollowing linearprogrammingproblemfor avector
of variablesx indexed by the basicblocks:

max eg(b) = x[b]
beBlocks
subjectto x[b] < boundb) Vb € Blocks
xb] = Y xb] VneNodes ,
beln(n) beOut(n)

whereNodes is the setof all nodesexceptfor the uniquesource
andsink nodes. This approachs a generalizatiorof the program
pathanalysispresentedh [12]. Intuitively, x[b] representthenum-
berof timesb is executedin the worstcase.It hasto respecboth
thederived boundsandtheflow constraintsn thegraph.

5 Examples

We have appliedthest ar sAbst r act i on generatiorprocedure
to the White-BoxC modelof audiobuffer componenbf thevoice-
mail pagerin the VCC library. To make the boundpropagation
proceduresuccessfulwe hadto definefour additional counters.
Threeof thesecountersareshavn in Figure4, andthefourth oneis

usedto boundthe numberof passeshroughaf or loop appearing
elsavherein the code. The function specifyingthe seedbounds
hasonly tenlines. It requireda minor additionaldesignes effort,
comparedo almostthreehundredinesspecifyingthefunctionality
of theaudiobuffer.

To measurehelevel of automatiorthatour procedurerovides,
it is reasonabléo comparethe sizesof the seedboundsandthe
generatedst ar sAbst ract i on. The comparisonis favorable
asthe generatedst ar sAbst ract i on is two ordersof magni-
tudelargerthanthe the function specifyingseedbounds.The size
differencedropsto (still significant)oneorderof magnitudewhen
the comparisoris madeto a hand-craftedt ar sAbstracti on
insteadf thegeneratedne. Theorderof magnitudedifferencebe-
tweenhand-craftecandgeneratedersionscanbe attributedpartly
to themorecomprehense setof boundsxpressedh thegenerated
version,andpartly to sub-optimakodegeneration.

We have alsoappliedSTARS busy-periodanalysisto the com-
pletevoice-mailpagerin theVCC library. Thedesignhasatotal of
13 modules4 of whichareintendedo modeltheernvironment.We
have studieda casewhere9 othermoduleswvhereall implemented
in softwarerunningon a singleprocessorThetotal sizeof thede-
signwasapproximately2500lines of C code. The pagerneedso
serviceseveral periodicandaperiodicrequestsThe mostfrequent
one of theserepeatsevery 12515 hencethe requirementhatthe
maximumbusy-periodbelessthan125us

Theoriginal simulationtest-benclior thedesigntestedthesce-
nario wherea single messagavas receved and then played. To
comparetheresultsof the busy-periodanalysisto thoseof simula-
tion, we have developeda o-abstractiorof the ervironmentthatis
valid for thatcase(singlemessagenly). Thelongestbusy-period
obsered in the simulationtracewas 82us while the busy-period
analysisprovided anupperboundof 83us Theseresultsdiffer by
lessthan 2%, andthey were both well within the 125us require-
ment.

In thesecondexperimentwe have developeda o-abstractiorof
the ervironmentthatwasno longerlimited to a singlemessageln
thatcasehebusy-periodanalysiggivesaboundof 148us(violating
the 125us requirement). Careful analysisof the resultsindicated
thatthis worstcasecanappeaiwonly if onemessagés recevedand
thenplayed,while anothemessagés beingplayed.Basedon this
information, we were able to constructa simulationtrace which
containsa 14Gushbusy-period.

Theoverheadf STARS wasverylow in thiscasetoo. Thesize
of g-abstractiorwas lessthan 200 lines of code, indicating that
additionaldesigness effort is minimal. We cannotcomparehe ef-
forts more precisely becauséhe original designwasdevelopeda
long time ago, by a differentdesignerrequiringan unknavn ef-
fort. CPU time requiredby STARS was negligible comparedo
simulationtimes(fractionsof a secondvs. minutes).

6 Conclusions

STARS can help find bugs and increaseconfidencein a design
by complementingsimulationwith worst-caseanalysis. We have
demonstratedhat STARS and simulationcan be integratedin a
single environment, and that additional effort of developing ab-
stractmodelsusedby STARS is minor comparedo the develop-
mentof simulationmodels,andpaysoff in betterverification. The
designess effort is furtherdecreasedf automaticabstractiorgen-
erationis used.In this casethedesignesstill hasto specifyasmall
numberof seedconstraintsbut sincethe problemis undecidablén
generalthisis unavoidable.
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