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ABSTRACT

Advances in microelectronics integration have led to
emergence of tightly integrated systems with high perfor-
mance network interfaces. Design of such systems es-
pecially for single chip implementation is a delicate bal-
ance of functionality and available time budget to perform
the tasks. Computer-aided design tools and methodolo-
gies are needed to ensure the correctness of the design and
efficiency of the design process, especially for networked
systems that have strict timing requirements both due to
technology as well as networking needs. We present an
overview of a timing-driven design methodology for net-
worked systems, developed at the University of California,
Trvine.

I. INTRODUCTION

Networked embedded systems (NES) are distributed
embedded systems connected together using network in-
terfaces and standardized protocols. The protocols are
often implemented partly in hardware and partly in soft-
ware. NES are usually designed at the highest level of ab-
straction as a collection of basic network models commu-
nicating with each other. Typically, this communication
is performed under strict timing constraints and based on
some standardized protocol. At the highest level of ab-
straction, these systems are modeled in an environment
that enables their simulation. Many simulation environ-
ments at this level provide support for commonly used net-
work models, for instance the network simulator NS [13]
supports models for TCP, randomized input generation,
multicast transport, etc.

A high-level description of a networked embedded sys-
tem is essentially a graph whose structure corresponds to
the architecture of the system. The nodes of the graph
represent subsystems and the edges the communications
between them. Some NES nodes are implemented as an
application specific integrated circuit (ASIC), or a com-
bination of hardware and software that must deliver its
performance in real-time and in a very time constrained
environment. Timing constraints in such systems arise

from a variety of sources: (a) hardware related; (b) reac-
tive environment - interfaces to sensors etc; (c¢) network
quality of service requirements. These constraints arise
from the requirement of integrating the complete design
on a single chip as well as ensuring that its functionality
meets the required network protocol.

The problem is that many timing constraints depend
upon network system performance and expectations. The
network protocol has to route packets of information from
the inputs to the outputs within a specified time inter-
val giving rise to end-to-end timing constraints. The im-
plementation of each NES node must, therefore, be done
in the context of the network topology, requirements and
constraints in which these are embedded. This process
is iterative and designer driven. In this paper, we out-
line a systematic methodology that allows the designer
to construct and use network-level simulation models in
the actual implementation (constraints) of the individual
NES nodes. This consists of (a) an ability to capture tim-
ing constraints for the NES nodes by using network-level
simulations and (b) capturing the effects of the network
topology in NES implementation as well.

II. TIMING IN CO-DESIGN

Though timing plays an important role in the design of
networked embedded systems, it usually becomes a design
consideration only at the hardware design stage (register
transfer level). Further, the problem of designing a tem-
porally correct networked embedded system is a difficult
one [1, 5, 20, 4, 6, 9, 10]. In practice [20], the emphasis
is usually on designing a functionally correct system [21].
The temporal correctness of the system is usually verified
after the system’s components are integrated and the re-
sulting system’s functional correctness is ensured. This
approach usually results in expensive re-design iterations
in order to satisfy temporal constraints for both hardware
and software subsystems.

Timing models for networked embedded systems are of-
ten constructed at multiple levels. For instance, a net-
work model would focus on the system performance as a
node in a distributed system; a hardware interface model



may focus on system interface timings, etc. These are,
of course, related. A highly constrained network interface
has implications for what is implemented in hardware or
software. Similarly, underlying hardware timing perfor-
mance determines network buffering and interface proto-
col needs. Timing requirements arise at various levels of
abstraction as well. At one level, the system level timing
is paramount. At this level, the only consideration is the
end-to-end constraint of the system. At a level where the
design has been refined to hardware and software, there
could be end-to-end constraints for hardware and software
as well as throughput constraints for both hardware and
software.

We believe that not only is it possible to specify, ex-
plore and exploit the timing information in high-level
network/process-centric models, but also that such timing
information can be used to derive time budgets to reduce
the total design cycle time. By having timing informa-
tion about the various subsystems of the design, system
designers can make better hardware/software partitioning
decisions. In addition, system designers can provide both
hardware designers and software designers timing bounds
which must be met in order for the system to meet its tim-
ing requirements. As a result, timing requirements trickle
down from one level of abstraction to another as the de-
sign gets refined. Such an early decomposition of timing
performance between hardware and software helps reduce
design iterations, design time and enables timing driven
co-design.

III. MODELING NETWORK EMBEDDED SYSTEMS

Simulation allows the evaluation of network protocols
under varying network conditions. Studying such proto-
cols before implementing them is critical to exploration
of design alternatives. Our approach unifies analysis of
networked embedded systems that rely upon highly de-
tailed timing models from network-centric models. This
methodology relies on techniques for rate derivation and
the use of network simulators such as NS [13] developed by
the VINT project at the University of Southern California
and the University of California, Berkeley.

Generation of high level timing models using rate deriva-
tion has been studied in detail in [17, 18, 19] and imple-
mented at the University of California, Irvine in the frame-
work called RADHA-RATAN that works on a generalized
task graph. A generalized task graph [17] is a collection of
nodes and edges. The nodes represent functionality and
the edges transport tokens (pieces of information, both
data and control). Nodes of the task graph are classified
based on their behavior when they receives tokens from
their predecessor nodes. RADHA-RATAN is a collection
of algorithms that generate time budgets for the nodes
of the task graph based on the rate at which the nodes
exchange tokens.

NS supports a variety of network protocols and mod-

eled functionalities. For instance, TCP behavior — where
the focus is on selective, forward and explicit acknowl-
edgments; router queuing — where the focus is on ran-
dom early detection, congestion notification etc., multi-
cast transport; and multimedia — where the focus is on
layered video, quality of service and transcoding [11]. This
allows us to build a complete simulation model of the
system in which NES are used. We discuss our results
by integrating NS [13, 11] with the timing analysis tool
RADHA-RATAN, to generate timing models [8] for the
networked embedded systems.

A. Overall Design Flow

Networked embedded systems are conceptualized at the
highest levels by focusing on functionalities such as con-
gestion, routing, quality of service, etc. The simulators
are used to analyze requirements such as the queue length,
rate of growth, etc. The goal of such simulators is to deter-
mine whether the conceptualized system meets through-
put requirements, quality of service requirements and ad-
here to standardized protocols (which typically specify
throughput and allowable error rates). Note that the de-
signer is not yet concerned with the implementation of
subsystems. As a result, network simulators work at a
very high level of abstraction. The typical starting point
in the design of a networked embedded system using NS
is a graph called the network graph where the nodes rep-
resent subsystems and the edges represent communication
channels between these subsystems. The nodes of the net-
work graph exchange tokens among themselves to simulate
packets or pieces of information that must be exchanged
between them in order to collectively perform the task of
the system. At this level, NS allows the designer to specify
distributions (for example, uniform or normal) or proto-
cols (for example, TCP) from which the input to the sys-
tem is generated. This constitutes the environment whose
stimuli the system reacts to. Under these input considera-
tions, the designer observes the performance of the system
in terms of the tokens passed between the various nodes
of the graph. Note that at this level, the system designer
does not know the size of a token nor have a classification
for the nodes of a graph in terms of their behavior. As
a result, the designer, based on previous engineering ex-
perience, attempts to mutate the NS graph to generate a
high-level model of the system that will meet the system
requirements at this level of abstraction.

Consider a specific portion of the system. This portion
can be represented as a single node of the network graph
or a collection of nodes that implement a specific func-
tionality. The designer refines the subsystems (node or a
subgraph of the network graph) to capture its functional-
ity and perform tradeoffs for the refined subsystem. Fur-
ther, after this refinement phase is complete, the designer
should be able to run a system level simulation in NS to
validate the design choices for the subsystem under con-
sideration. Note that while performing this refinement, it



is not possible for the designer to obtain a timing model
for the subsystem.

Further, after a network graph — that models the system
and is likely to meet the timing requirements — is obtained,
the designer targets specific portions of the system, refines
the design by specifying the width of the tokens and the
behavior of each subsystem. The implementation details
of any individual NS node is not known at this level. Since
timing information cannot be represented within NS, de-
signers use ad hoc techniques to perform tradeoffs between
requirements and the performance of the system.

B. A Two Tier Timing Model

The goal of mutating (or structuring) the initial net-
work graph is to obtain a network graph that will meet
the system’s timing requirements. Further, while refining
a specific subsystem the designer is performing a similar
task. However, in both cases, the designer determines the
structure of this graph and the rate at which they pass
tokens around i.e. communicate with each other. Speci-
fying the rate at which the input produces tokens is the
only control the designer has when attempting to refine
the functionality of a subsystem. The rate at which to-
kens are produced by internal nodes of the network graph
(nodes that do not interact with the environment) are
being determined by the designer in an ad-hoc manner.
Further, determining the size of the queues needed within
each subsystem (node of the graph) is essentially deter-
mining how much slower that particular subsystem must
function as compared to the nodes that send it data in the
form of tokens. In general, determining the queue length
is determining the rate at which a particular node should
operate so that it does not loose tokens but still meet its
error rate specifications.

There is no formal model to account for timing within
the realm of NS and other network simulators. As a re-
sult, there is a disconnect between the NS models and
implementation models that could be derived from NS
performance models. To address this problem we use a
two level timing model which consists of a network graph
and a generalized task graph model. We define a two level
model for timing for the network graph and the subsys-
tems represented by the nodes of the network graph.

The first is at the NS level and is built from the network
graph. This process is called timing driven task structur-
ing. It involves structuring the network graph so that the
task graph generated from the NS level meets the system’s
timing requirements. The task graph generated from the
NS representation captures the timing behavior of the net-
worked system. The designers define the environment of
the system and mutate the structure of the network graph
(that represents the system) until they are satisfied with
its timing behavior. At this stage, the designers also de-
cide on a hardware/software partition. This partitioning
is also timing driven. In essence, task structuring provides
the link between requirement analysis and system design
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Fig. 1. Hierarchical Decomposition of Network Level Nodes into
Generalized Task Graph

as shown in Figure 2 and is applied to the network graph
to automatically extract a generalized task graph from it.
If the network graph is simple this process is automated, if
not, we merely capture the input and output requirements
for each node of the network graph. We provide a set of
attributes that can be annotated onto an NS node which
allows us to extract timing information from an NS node
using a formal timing analysis technique that models tim-
ing within the NS domain. The combination of NS and a
formal timing analysis technique provides a methodology
by which the designer can determine the rate at which the
nodes of the NS network graph created must work in order
to meet their timing requirements. Section IV describes
how hardware/software partitioning can be timing driven
and performed on the network graph.

The second level is at the refinement of a particular
subsystem. At this level, we propose the construction
of a generalized task graph [16] within NS. This graph
is constructed using the basic node components library
we have provided within NS. Once the generalized task
graph has been constructed, we can generate time budgets
for the nodes using the rate analysis tool called RADHA-
RATAN [16]. Now, the designers can determine the rate at
which the internal nodes in the generalized graph produce
tokens based on the behavior that the designer prescribes
for them. The designers also have control over the rate
at which the input nodes of the network graph produce
tokens for consumption by various subsystems. At this
level, we refine the functionality of each node (subsystem)
in the network graph using a generalized task graph in
its implementation environment. This allows the designer
to generate a timing aware model for each subsystem of
the networked system. We refer the reader to [16, 17, 18]
where this approach is described and explained in detail.
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Fig. 2. Task structuring provides the link between requirements
analysis and system design

C. Timing Driven Structuring of the Network Graph

Task structuring [24] captures the parallelism inherent
in the design of the system. The design of the network
task graph allows the designer to structure the subsystems
in ways that exploit parallelism and pipelining. Parallel
tasks allows the designer to tradeoff resources and timing
performance, and pipelining allows the designer to tradeoff
throughput and latency.

In order to specify timing using the network graph, we
must generate a graph from it that is timing aware. This
is done by converting the network graph into a directed
graph called a generalized task graph [16, 17, 18] (the task
graph for short) and generating timing information for it
based on the communication protocol of the tokens ex-
changed among the nodes of the task graph. This proce-
dure is described in detail in [8]. The designer structures
the network graph to satisfy the performance requirements
of the system. For each network graph structure, we gen-
erate a task graph and iteratively apply RADHA-RATAN
to the task graph. RADHA-RATAN generated the tim-
ing budgets for the internal nodes of the task graph. This
enables the designer to ensure that the system meets its
timing requirements. The iterative procedure of gener-
ating a task graph from a network graph and extracting
timing information from it continues till the designer is
satisfied with the structure of a network graph that meets
timing requirements.

The task graph [17, 16, 23, 18, 19] corresponds to the
data/control flow diagram of a subsystem that implements
a node in the network graph. Each node represents a task,
and each edge represents a unidirectional communication
channel between its producer and consumer. Both data
and control flow through a channel are modeled using
token flow. The granularity of every token is channel-
specific, and once fixed, the tokens are indistinguishable
within and across channels for timing analysis purposes.
We relax this assumption to model communication be-

tween various subtasks of the system.

The sensors and actuators of the system are also in-
cluded in its task graph, in which they are referred to as
input and output tasks, respectively. We assume that each
task is periodic or sporadic, i.e., each task has a bounded
rate interval. The rate of a task is equal to the number
of its executions per unit time. The period of a task is
equal to the time it takes for one execution. The differ-
ence between the task graph and the network graph is the
level of abstraction they use. If the network graph is con-
structed at a very high level, it cannot be converted into
a generalized task graph automatically. Typically, net-
work graphs contain statistical performance characteriza-
tion and are designed at higher levels of abstraction which
sometimes obscures implementation details. However, we
believe that all network graphs can be hierarchically de-
composed into task graphs [8], but we leave that as an
open problem and do not discuss it here.

Recall that a task graph is constructed in one of two
ways: it is extracted from the network graph or explic-
itly constructed to represent a subsystem. Once a task
graph is available, the tool RADHA-RATAN which con-
tains derivation and validation algorithms for both rate
and separation constraints can be applied to it. This
would provide the designer with the rates at which the
tasks of the task graph would have to work at in or-
der to meet the system’s (or subsystem’s) timing require-
ments. The algorithms in RADHA-RATAN, developed at
UC Irvine are explained in detail in [17, 16, 23, 18, 19].
RADHA-RATAN requires that only the rates on the in-
puts to the system be known. It derives the rates on all
internal tasks. Based on these derived rates, it can also
validate rates that the user may have imposed on internal
tasks. The derived rates depend only on the rates of the
inputs and the task graph. It does not require the internal
details of each task.

D. Modeling Communications

While designing the network graph, designers have to
deal with modeling communication between various sub-
systems. Communication between the various subsystems
can impact system performance. If communication can be
modeled at a higher level of abstraction, communication
between various subsystems can be considered to be an-
other function of the system and can be modeled within
the task graph model.

Initially, we generate time budgets on tasks with the
assumption that the tokens (data and control flows) are
user specific and channel specific. This implies that dif-
ferent channels can have different kinds of tokens being
passed between tasks. Channels transport the same to-
ken, but the semantics of tokens could differ across chan-
nels. Initially, we also assumed that once the tokens were
fixed, they were indistinguishable within and across chan-
nels and token delivery time was a part of the time budget
for a particular task.



Communication is modeled using channel nodes [18] in
the task graph along with canonical tokens that are user
and channel specific. In order to model interfaces between
various tasks, we explicitly expose the token delivery de-
lay: we use channel nodes in the generalized task graph
to represent channels with delays. This extension to the
task graph model is powerful enough to handle the shar-
ing of these communication channels among various tasks.
To model sharing of communication channels, we define
an equivalence relation on edges of the task graph. This
equivalence relation is user specific. Two channels may
lie in the same equivalence class because they transport
a similar number of tokens or they share a similar imple-
mentation or for any other reason the user deems fit.

In addition, in [18] we introduce the notion of a canon-
ical token using which we can assist the system designer
in picking a suitable implementation for a channel. This
issue has great impact on the design of the system since to-
kens and channels bind the entire system together. Using
this methodology, we can model complex communication
schemes in embedded systems at a very high-level, where
communication can range from bit transfers to transfer of
extensive (and voluminous) data sets these are modeled
uniformly and incorporated in to the timing analysis.

Now, our system level task graph is at the stage where
we have modeled the communication between tasks and al-
lowed sharing of communication channels within the gen-
eralized task graph model. Using this high-level represen-
tation and abstraction, we have characterized the commu-
nication channels and can analyze their timing require-
ments. In the partitioning stage, we can now select a
specific implementation for the communication channels
that would meet the timing requirements of the system.

IV. Task REFINEMENT AND PROCESS TIMING
SIMULATION

Once the network graph has been through timing driven
task structuring [24] and the designer is satisfied with its
timing performance, we move to partitioning the system
into hardware and software components. At this stage,
we can choose to attribute each node of the task graph,
or a collection of nodes of the task graph to hardware
or software. After this partitioning has been done, each
subtask of the system level task graph is hierarchically
designed in its chosen environment (hardware or software)
using essentially the techniques illustrated so far. Figure 1
shows a system level task graph and a task graph that
represents a single node of the network graph.

The timing budgets derived for each subtask now be-
come the end-to-end constraints on the design of each sub-
task. In this way, each subtask now becomes the system
that needs to be designed within an environment described
by the whole system. Each subtask is now designed within
the task graph framework using the the same procedures
described here, i.e. timing driven (subsystem) task struc-

turing using RADHA-RATAN and simulation. If the in-
terface of the subsystem is clearly defined while defining
the network task graph, each subsystem can be seamlessly
integrated into the network graph. Further, the gener-
alized task graph can be transformed to a model which
supports event based simulation semantics. This is done
by automatically generating Verilog code from the task
graph model as described in [24]. Also, in [8] we have
shown that the task graph can be modeled within NS to
support event based simulation semantics. This enables
system level simulation throughout the design cycle of the
system.

The simulation is performed using the notion of process
timing simulation of the entire system that consists of tim-
ing model of NES without resorting to simulation of its
detailed functionality. Process timing simulation is an ab-
stract simulation model that captures the token exchange
protocol as well as the rate at which the tokens are ex-
changed (obtained from RADHA-RATAN) between vari-
ous nodes of the network graph and the generalized task
graphs that represent each node of the network graph. In
this simulation, we ignore the specific functionality of each
generalized task graph node, and only model the token ex-
changed and the rate of production and consumption of
tokens within the entire system. Process timing simula-
tion of the entire system enables a designer to fine-tune
the timing requirements of the system, especially those of
the nodes representing channels, thereby obtaining better
bounds on the timing parameters of the system. Process
timing simulation has been implemented within the NS
framework as shown in [§].

Now, while designing each subsystem downstream in the
design process, if the subsystem designer concludes that
some of the required timing constraints cannot be met, the
system designer can make decisions on the design of the
complete system based on this information. As a result,
timing is accounted for during the design of the entire
system.

We have applied this methodology to design an ATM
connectionless server [14, 15, 8] which had strict timing
constraints: an ATM packet had to be routed within
the the server in 125ms. Using the described method-
ology, we made timing driven decisions at higher levels
of abstraction which allowed us to very quickly converge
to a network graph that met the timing requirements.
Our approach enabled partitioning decisions to be tim-
ing driven as well. Further, each subsystem of the server
was designed using a task graph to model the behavior
of the system within its environment. We compared our
timing driven methodology against a conventional design
methodology. Most of the timing decisions reached by de-
signers using the conventional methodology were reached
by us in a much shorter time and in a systematic man-
ner which greatly reduced the overall design time of the
system.



V. SUMMARY AND CONCLUSIONS

Efficient design of time-responsive networked systems
requires that the design process be driven at the high-
est level of abstraction by timing and requirement analy-
sis. The interplay between timing and non-timing require-
ments at the system level can be used to make effective
design tradeoffs (in cost, performance) and reduce design
time. However, extensive reliance on application-specific
design models and methods delays exploration of detailed
timing specifications until the detailed design phase, thus
limiting the scope of any architectural-level design explo-
rations. The need is for modeling methods and tools that
help the system designer drive the transition from require-
ment analysis to design using timing specifications.

Our strategy is to carry out timing analysis at higher
levels of abstraction as well where the number of problem
parameters is small, and to propagate the results obtained
at one level to another throughout the design cycle. When
there is uncertainty that makes it impossible to do ana-
lytical analysis, or there is a need to enhance the design
process, we resort to iterative simulation [3]. To this end,
we think that being timing-driven has three important
parts: analysis, simulation and design interaction. The
RADHA-RATAN framework developed at UC Irvine cov-
ers the analysis part [2, 17]. The NS simulator developed
by the VINT [13] project covers the simulation part. An
important aspect of this work is that it treats timing ab-
straction orthogonal to abstraction of the functionality. In
other words, the timing model can be fairly detailed (for
instance, the generalized task graph model in [17]) while
keeping the functionality at a very high-level of description
barely enough to carry out task-level system structuring.
This provides for a consistent model transfer between an
NS simulation and RADHA-RATAN which annotates the
simulation with timing information.
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