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Abstract the set of test vectors provided by the designer achieve at
This paper presents a fault model for VHDL descriptions ateast a 95% fault coverage of all detectable stuck-at faults
the Register Transfer Level and its evaluation with respectwhat means that the test vectors have to detect at the
to a logic level fault model (single-stuck-at). The proposeddrimary outputs of the circuit, the 95% of all the detectable
fault model may be used for early estimations of the faulstuck-at faults in the circuit). A lot of work has been and is
coverage before the synthesis is made in the design proce8ging made to change this fault model, as it has been shown
of an integrated circuit. The obtained results show a highthat it does not correctly model the possible defects inside
correlation between the fault coverages achieved with théhe integrated circuits. So, new fault models have been
proposed fault model and logic fault models on a set oProposed based on switch level descriptions [2] (stuck-on,
examples. The main contribution of this work is thestuck-off), on delay faults and more recently on electrical
proposal of a new fault model for VHDL/RT descriptionscurrent testing (what are usually called Iddqg techniques
and the demonstration of its usefulness for estimating th&3])-
achieved fault coverage with a set of test vectors in design Another important factor to be considered in the fault

phases previous to synthesis. model definition, is that the fault model has to be tightly
) tied to the design process to assure the efficiency in
1. Introduction generating the test vectors. Current design processes are

Testing is one of the key tasks within the design procesBased on top-down methodologies, using hardware
of electronic systems and its definition is a specially hardlescription languages (HDLs) as input to the design
task in integrated circuit design. Test pattern generation is Brocess, automatic synthesis tools, and therefore, the
procedure that defines the input stimaéist vectorsthat ~ designer is more dedicated to high-level tasks (at the
have to be applied to a manufactured device to assure thatdtgorithmic or architectural level) more than low-level
does not have any defect. As the number of possible defec#iesign (like logic gate or transistor levels) [4]. As well as
in a complex integrated device is so large, it is almosthe design process itself has changed a lot, the test
impossible to assure the total integrity of the circuit with ageneration and evaluation procedures must also change.
rational number of test vectors. Therefore, an abstraction of
these physical defects has to be made to make the problem real situation | |
affordable for the designer that has to generate them during
the design phasé&ault modelsare abstract representations
of the circuit behaviour under the effect of a physical
failure. Now, the goal of the test vectors defined by the
designer is the detection of faults defined by this fault
model that are much closer to the design aspects than the Detaied design
physical defects, more closely related to technological Logic gate
aspects [1]. The definition and adoption of a fault model schemaic

implies a compromise between two main aspects: accuracy D
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of the model, as if it does not represent the circuit defects Physical design
the test quality will be very bad, and its simplicity, as if it is Layout
very complex nor the designer neither the CAD tools will
be able to deal with it.

Most of current testing procedures are actually using the 'he left part of Figure 1 shows the disconnection
single-stuck-at-'0’, ‘1'fault model defined at the logic gate between design and test tasks in the design flow based on a

level. The normal requirement for industrial designs is thafoP-down methodology. The right part of this figure shows

T
Figure 1. Test in the design process based on automatic synthesis
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the goal of coupling both design and test in the same phassd those possible faults at RT level with no clear

of the design process. translation to lower levels have not been considered. For
Two main solutions could be possible to access the tesstimating its accuracy, several experiments have been run
definition from the early stages of the design process: on a set of examples to evaluate how good is the estimation

a) The use of test synthesis tools. This method consists @f fault coverage with respect to the normally used fault
the insertion of structured test blocks in the design (likemodels (stuck-at-‘0’,'1").
Scan Path) and the generation of the test vectors. The The paper is organised as follows. Section 1 describes
designer may use this tool at the same time the circuithe fault model in detail. Section 3 shows the experimental
is being synthesised with the advantage that the metho@sults obtained in the evaluation of the fault model on a set
is almost automatic and all the test logic and vectorof examples. Section 4 presents the conclusions of the
are available in the detailed design step. The mairpaper.
disadvantage is that the cost in area of the added logi .
and pins may not be affordable in some cases. Besideé,' Fault model description
the circuits have to be totally synchronous to be The use of a fault model at RT level would allow the
handled by these tools [5]. designer has a previous estimation of the fault coverage
The early estimations of fault coverage from the HDL achieved with a test vector set, before the synthesis is made.
descriptions. This method consists on having aAt this point, architectural modifications to improve the
measurement of the testability of the circuit and the qualitycircuit testability could be performed and the test
of a set of test vectors before the synthesis is being madgeneration time could be reduced at later stages of the
This way the designer may be aware of the amount oflesign flow. Therefore, this fault model is oriented to make
additional vectors required for the test and where are theasier estimations of the fault coverage achieved in pre-
low detection areas of the circuit. This method does nosynthesised descriptions in VHDL and its final goal is
provide the test vectors but allows the designer to have aglirectly related to manufacturing test more than other
early information about the testability of the circuit and thepossible verification tasks such as design error detection,
possible requirements of test logic within it. functional verification, etc. Those faults with no hardware
The work presented in this paper is included in this lastneaning have not been considered in the fault model.
approach. The procedure will be the definition of a fault Once the objectives of this fault model have been
model for register transfer level (RTL) descriptions inidentified, the input descriptions should also be identified
VHDL, as they are the descriptions where the designer uses terms of those VHDL constructs that the fault model will
to work in current design technologies. consider. As the main objective is having a definition for
There is no accepted fault model for RTL, not only in pre-synthesis descriptions, a synthesis VHDL subset has
VHDL, but also in any other design environment. Somebeen chosen: Level-0 synthesis subset [8]. This subset
other fault models have been developed for VHDL or HDLincludes those VHDL constructs that are accepted by the
based descriptions. For example, in [6] a fault model and anost important commercial synthesis tools and defines not
complete test set tool, including automatic test patterronly the VHDL subset but also the synthesis semantics
generation and fault simulation, is presented. The mairfassociated hardware) to the mentioned descriptions.
problem of the solution proposed is the fault model itself, . —
that has not been compared with low level fault models ang'l Assumptions of the fault model definition
therefore the accuracy of the test method is not shown. The Some assumptions previous to the fault model definition
type of descriptions supported by the method defined in [6]1ave been established. The main preconditions are:
are single-process VHDL descriptions. The fault model * The fault model is based asingle faults. This means
presented in [7] for C-hardware descriptions follows the  that only one fault is inserted in the VHDL description
same goal as the one presented in this paper: having a good at a time.
estimation of the lower level faults. However, it considers * Intermittent faults are not considered. The fault effect
some faults defined as “multiple” (not single faults) that are ~ Will be present during the whole simulation, as they are
not closely related to the low level faults. Besides, a fault ~ permanentfaults.
model based on VHDL will be more useful as this language* Faults will havelocal scope Each fault will be injected
is the design vehicle of most current methodologies. in a particular line of code where the faulty object is
The main difference between the fault model described referenced.
in this paper and the already proposed in [6] and [7] is that* Input descriptions (fault-free) will be compliant to the
this one is totally oriented to model hardware faults and its ~ Level-0 subset. The faulty descriptions may not be
definition has been directly driven to this goal. For this ~ compliant to the subset, although they must be VHDL
reason, the fault model will deal with synthesisable  correct, so that they can be simulated in a standard
descriptions, whose translation to logic gates is well known, ~VHDL simulator.



The internal code (body) of the functions or procedures > bit, std_logic The considered fault models are

called in the description will be affected by the same stuck-at-'0’, stuck-at-‘1’'In std_logicdata types no
fault model as the VHDL architectures. other possible fault model is consideratu¢k-at-
The fault model is defined forbehavioural ‘Z', etc.) because they do not have a particular
descriptions. Structural descriptions will be affected by hardware significance.

structural faults based on the “stuck-at” fault model on > enumerated The signals or variables of any user
the interconnections among behavioural modules, as defined enumerated type can Istuck-at-“all
shown in Figure 2. Level-0 subset does not allow possible values”.

mixed descriptions (structural-behavioural). > integer, natural, positiveAs the codification at the

logic level by the synthesis tools is known, the fault
model defined for these types makes that each bit of
MODULE 1 the resulting bus can be stuck-at-‘0’ or stuck-at-‘1'.
P T7 The assumed codification is binary for the positive
numbers and 2’s complement for the types that have
foule negative values in their range. This solution makes
HeRYL=2 the fault model closer to the hardware structure and
] reduces the number of possible faults.
' Circuit unde.rtest : o * Composite data tVDeS
Figure 2. Fault insertion for RT structural descriptions > arrays Each element of the array will have an

The proposed faults will be
inserted inside the modules
(behaviourally described)

2.2 Detailed description of the fault model individual fault. This makes the fault model closer

The fault model is divided in three classes, depending on
the type of object affected by the fault:

to the low level fault models with the assumption of
single faults. Level-0 subset does not accept record
data types, so arrays are the only possible

Statements I composite data types.

Faults on expressions

St I * Control expressions
> if__then__else_ The condition of the if statement
Data I may bestuck-at-trueor stuck-at-false

> case__is__when__The expression which controls

/ } the case statement may btuck-at-“all possible

DEAD: I STUCK I values’. . .

> for__in__loop__ :The index controlling the loop

The affected statements  The affected object wil may change its range from thminimum to the

_ donotexeeute take a constant value maximum+1 and from the minimum-1 to the

Figure 3. Summary of RT fault model maximum

Faults on datathe fault model is based on “stuck-at” > concurrent statement€oncurrent statements will

faults. The affected object (signal, variable) will take a be translated to their equivalent in processes and
constant value and the insertion will be made in a sequential statements and the same fault model will
statement where the object is referenced. The insertion be applied.

is made on assignment statements, affecting the right pgiq expressions

part of the assignment (target object). > The same fault model used for data faults will be

Faults on expressionghe fault model_ls ba}sed on used on expressions, depending on the type of value
“stuck-at” faults. The affected expression will take a returned by the expression.

constant value. Two types of expressions are identifiedig ,its on statements
> Control expressionghose expressions that appear « Sequential statements

in the control statements. _ _ > if__then__else_ The if statement may fail with
> Data expressmnsthos_,e expressions that appear in two faults dead-then, dead-elsén the first case
the left part of an assignment statement. the statements associated with tiwen part will not
* Faults on statementsthe fault model is based on execute and in the second case the statements
“dead” faults. The effect of the fault is that the affected associated with thelsepart will not execute.
statements are not executed. _ > case__is__ when__The fault model applied is
Faults on data For each data type, the object under fault dead-alternative which makes that the affected
may be stuck-at different values alternative Whenstatement part) does not execute.

*

Scalar data types



> for__in__loop__:The fault model isdead-loop
which makes the body of the loop does not execute.

> procedure call: The fault model causes that the
procedure call does not take pladedd-cal).

> signal or variable assignmentThe signal or
variable assignment statement does not execute
(dead-assignment

* Concurrent statements: Concurrent statements will be

translated to their equivalent in processes and

sequential statements and the same fault model will be

applied flead-then, dead-else, dead-assignment, dead-

call).

2.3 Insertion mechanisms

For this fault model, the fault list will have a particular
structure. Each fault will be identified by a label, that will
be the name of the corresponding faulty architecture, a
number referred to the line of the VHDL where the fault
will be inserted, and a set of particular features that depend
on the fault class (value siuck-atto, name of the affected
signal or variable, etc.).

The fault insertion is made on the VHDL code (fault-
free description), by adding code perturbations to this inpu

VHDL code

Automatic
synthesis
Equivalent gate
level netlist
Logic
Fault simulator
Logic
fault coverage

VHDL/RT
fault model

VHDL/RT
Fault simulator

VHDL/RT
fault coverage

vy

Figure 4. Proposed method for fault model evaluation

The following table shows a brief description of the
example descriptions used for these experiments. For the
first two examplesALU, ALU1§ three different synthesis
processes have been run, optimising time or area. This is
§hown with different number of logic faults for each

description. This way, several architectures of the Samexperlment. i

entity are generated, each one representing one fault. Thecireyit | ™ VHPL | nr-logic Description

code perturbations consist ofdding, switching or faults ff:gi

eliminating code sentences, to model the circuit behaviouf ALU 302 2160 | 8-bit ALU with 8 operations

under a fault condition. 5530

* Data faults: An additional line of code is added after 6662
the affected line, which assigns the faulty value to the | ;16 493 7164 | 16-bit ALU with 8 operation
data object under fault. 7174

* Data expression faults: The fault-free expression i$ MULTIS 503 3244 | sequential multiplier (8 bits)
switched to the faulty one. SHREG 66 480 | shift register (8 bits)

* Control expression faults: The faulty expression is| SUBST 586 2621 | contains ALU and a ESM
switched to a variable that takes the faulty value and iSTCONT16 208 1146 | 16-bit counter with test logi¢
locally defined for the process where the faulty line isf TRAREC 223 1468 | reception-transmission unit

located.

are eliminated by adding comments (--) to them.

3. Experimental results 1

This section presents the experimental results obtainec.
in the comparison of the proposed fault model with the
stuck-at fault model at the logic gate level.

The comparison has been made using a set of examples
and following the method proposed in Figure 4. On one
hand, the input description is synthesised, with a3,
commercial automatic synthesis tool, and the fault
simulation is performed on the equivalent netlist with a set
of test vectors. The same set of vectors is used to perform a
VHDL fault simulation using the proposed fault model. The
resulting fault coverages (logic and VHDL/RT) are then
compared.

Table 1. Description of the example circuits

Statement faults: The lines of code affected by the fault The VHDL fault simulation has been made with the
following steps:

The fault list is extracted from the VHDL code and the
defined fault model.

From the fault list and the input VHDL code, the
perturbed codes are generated, following the insertion
scheme presented before. As a result, there will be n
(n = number of faults) faulty architectures of the entity
under test, plus the free-fault architecture.

All the architectures (fault-free and faulty ones) are
simulated in parallel, using a commercial VHDL
simulator (Synopsys VSS). The output values of all
these architectures are stored in arrays that are
compared with the fault-free output value to indicate
the detection of faults. These comparisons are made at
given times, defined as strobe windows, that can be
defined by the user. In the same VHDL simulation file,



and as a result of the comparisons, the achieved faul

coverage is computed.

Most of these steps are automatically performed as som
C programs have been developed to generate the fault
codes, the simulation file, etc. The process is not clearly
optimised in simulation time but it gives an easy way to
compute the fault coverage for the VHDL/RT proposed
fault model.

The test vectors used for most of these simulations havq
been randomly generated. In some cases, the initialisatio
signals have been manually generated, because th

MULTIS

—&— VHDL/RT fault cov.

achieved fault coverages were so low. It has been decide 0 Logic fault cov.
to use random test vectors because they are not better suitea
for logic nor high level test, although it is known that real
test is not made with random vectors due to their low| 100 ey Seeee SOTLOOTOTOTy
quality (specially for sequential circuits). 90 M
The following figures show the experimental results 80 T
obtained for the selected examples. In these graphs, th 4 70 [
VHDL/RT and logic fault coverages are represented for ;E';GO
each experiment. In the first two examples three different] 3z 50
logic fault coverages are shown, corresponding to the %40 SHREG
different logic circuits obtained in the synthesis processes| & 3o
At the end, the results are summarised showing the averag 20
error, which measures the differences between the logic an 10 —&— VHDL/RT fault cov.
the VHDL/RT fault coverages, and the correlation 0 Logic fault cov.
coefficient, which measures the deviation of tendency
between both data series (the closer to 1, the better).
100
100
9% 90 SUBST
80
80 70
o 70 )
2 50 ALU 38
= 40 59
2 % &30
—&— VHDL/RT fault cov. 20
20 Logic faut cov (1s1) 10 —— VHDL/RT faultcov.
10 T Log?c fault cov (2nd) 0 Logic fault cov.
0 Logic fault cov (3rd)
100 000000000000000000000000000 }
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80 ‘.)' .
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£ 30+ 8
—&— VHDL/RT fauttcov.
20T Logic fault cov (Lsf)
07T Logic fault cov (2nd) —&— VHDL/RT fault cov.
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100 difference is the use of single-bit fault models for
0l integer data types and arrays which make this fault
w0 | model more oriented to the hardware represented by
the VHDL code, as the synthesis process has been
070 T . . o
0 { taken into account in its definition.
S50 f TRAREC 4. Conclusions
§40 1 A fault model for VHDL descriptions at the register
s30T transfer level has been presented. The fault model has been
0 Losees®™® defined in a systematic way, analysing all the objects that
10 | —&— VHDL/RT faultcov. can appear on the considered VHDL subset (Level-0
0 Logic fault cov. subset). This fault model will allow the designer to have an
Figure 5. Experimental results estimation of the achieved fault coverage before the circuit
Circuit name Average error] _Correlation coef synthesis is made and therefore, to take some de_cisions on
ALU (1 synthesis) 12.0% 0956 the _test strategy to be follqwed before closing the_
ALU (2™ synthesis) 12.9 % 0.944 architectural design. The experimental results presented in
ALU (39 synthesis) 143% 0.935 the paper have been run on a set of examples to measure
ALU16 (I synthesis) 11.9 % 0.933 the precision of the fault model com_pared to th(_e logic level
ALU16 (2 synthesis) 109 % 0.929 fault models. The results show a hlgh co_rrelatlon between
ALU16 (37 synthesis) 105 % 0932 both fault coverages and a tight relationship between them.
MULTIS 77 % 0.985 In order to accelerate the VHDL/RT fault simulation
SHREG 31% 0.907 process, it would be necessary to build a VHDL fault
SUBST 10.3 % 0.974 simulator from the beginning. This means a new
TCONT16 8.4 % 0.961 elaboration procedure and a new simulation cycle to be
TRAREC 20.3 % 0.998 able to inject faults in the VHDL descriptions. At the
Table 2. Summary of the experimental results moment, this is not available although there have been

As general conclusions of the experimental resultdnteresting contributions to this field as in [9].
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