
An Industrial Perspective of Power-aware Reliable SoC Design 

I. Introduction 
Reliable SoC design is becoming one of important real 

design problems since the fast pace of semiconductor scaling 
and the introduction of new device structures and materials 
incur more reliability problems than can be solved in the 
given time frame (2 years/technology node). Reliable design 
mostly requires resource overhead (additional power con-
sumption, silicon area, and execution time) to recover from 
errors. Minimizing the overhead in the reliable SoC design 
will give SoC industries a competitive edge. Especially, in 
the case of mobile SoC, mastering the overhead of power 
consumption is absolutely imperative. In this paper, we in-
vestigate reliable SoC design in terms of reducing the over-
head of power consumption. First, we review the current 
practice of reliable SoC design and assess its impact on 
power consumption. Then, we present our perspective on 
new design methodology towards power-aware reliable SoC 
design. 

There has been no clear definition or specification on the 
reliability of SoC. However, in this paper, we define reliable 
SoC as the one that functions conforming to the original 
specification of function and power consumption during a 
certain time period called 'guaranteed operation period' (e.g. 
10 years). We also limit our interest to the following errors: 
errors in transistor, interconnect (NBTI, HCI, EM, TDDB, 
etc.) and single event upset (soft error caused by alpha par-
ticles and cosmic lay). The errors in transistor and intercon-
nect will become more and more severe due to the introduc-
tion of new device structure (ultra-thin SOI, FinFET, mul-
ti-gate transistor, etc.) and new material (e.g. high-k dielec-
tric gate oxide, low-k dielectric for inter-layer/metal, etc.). 
Single event upset (SEU) will become a real problem in mo-
bile SoC design since the reduced feature sizes (reduced 
electric charge) in memory components (F/F, SRAM, 
DRAM, Flash, etc.) and transistor (non-planar transistor has 
thinner body) will make the chip more vulnerable to soft 
error. 

We assume that most of PVT (process, voltage, and tem-
perature) variation problems are tackled in chip design stage 
via state-of-the-art design methods, e.g., statistical STA, 
temperature-aware floorplanning, simulation-based IR drop 
analysis, OPC, etc. 

II. Industrial Practice on Reliable Chip Design and 
Implications on Low Power Design 

In this section, we focus on industrial practices (from the 
viewpoint of mobile SoC) on reliability-aware design in 

correlation with power consumption. We are also going to 
mention state-of-the-art academic research where needed. 

A. Redundancy-based Solutions 
Redundancy is one of the most representative solutions 

for reliable design. We classify redundancy solutions into 
two categories: static and dynamic redundancy. Static re-
dundancy is to use spare parts to replace mal-functioned 
parts. Before the spare part is used, its power is usually 
turned off. Thus, there is no overhead in power consumption. 
Dynamic redundancy makes use of additional resource (area, 
power and/or execution time) during operation. Thus, it in-
curs the overhead of power consumption. 

Conventional application of redundancy has been focused 
on static redundancy. A typical example is to replace a 
mal-functioned column with a spare one in SRAM. The 
granularity of spares can vary from single device to even a 
processor. It is well-known that the chip yield of Cell pro-
cessor for playstation 3 is targeted to have seven functional 
SPU’s (synergistic processing units) among eight imple-
mented on the chip. In terms of power consumption over-
head, static redundancy has been considered as neutral to 
power consumption, i.e. no overhead (and no gain). Howev-
er, considering the current practice of reliable SoC design to 
be explained later in this section, which is based on static 
timing margin for reliability, there will be an opportunity of 
applying static redundancy judiciously to obtain the gain in 
power consumption. We will elaborate on this in Section III. 

ECC (error correction code) is one of the representative 
methods in dynamic redundancy. ECC is widely used in 
memory chips, especially, MLC flash (e.g. ECC requires 
additional 39B data for 512B data in 3 bit MLC flash). SoC 
designs are also applying ECC to critical parts, e.g. DDR 
memory controller. Dynamic redundancy has been applied to 
limited cases in chip design. However, we expect that it will 
be in widespread use (e.g. ECC for bus, SRAM, security IP's, 
etc.) in coming years for SoC designs.  

We also expect that there will be more types of dynamic 
redundancy, e.g. duplicated computation and communication, 
to be applied to SoC designs. To be more specific, we can 
have multiple levels of duplicated computation, at logic lev-
el [1], and instruction and thread levels [2]. On-chip com-
munication can have duplicated paths, routers, links, and 
transmissions [3].  

Dynamic redundancy needs to be applied while minimiz-
ing its overhead of power consumption. In future SoC design 
with many options of redundancy, a critical issue will be 
how to select suitable options, i.e., exploring the design 
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space of redundancy, to minimize the overhead in power 
consumption as well as area, design time, etc. We will also 
elaborate on this issue in Section III.  

B. Margin-related Solutions  
NBTI (negative bias temperature instability) is becoming 

one of urgent reliability problems. Physically, it is caused by 
the charged interfacial traps (due to the broken Si-H bonds) 
in the gate oxide of PMOS transistor. Since the process of 
NBTI is gradual, i.e. happens over a long period (e.g. years), 
it degrades the performance of PMOS transistor by increas-
ing its threshold voltage. One of currently applied methods 
to tackle the NBTI problem is binning chips based on the 
measurement of maximum frequency (at low supply voltage 
conditions) and Iddq (the static current of the entire chip) 
after stress test (e.g., 500 hour in high temperature) [4]. Bin-
ning is effective to sort out good dies/packages. However, it 
is a reactive process, i.e. it is applied after manufacturing 
chips. Thus, the binning alone may not give a cost-effective 
design, i.e. high yield since it cannot exploit the opportunity 
in design time.  

In design time, NBTI can be considered by applying addi-
tional timing margin. For instance, in the case that NBTI 
degrades circuit performance by 8% in three years [4], 8% 
of timing margin can be additionally applied to chip imple-
mentation steps (synthesis and P&R). In reality, the perfor-
mance degradation will vary from technology to technology 
and design to design. Thus, such a high timing margin is 
hardly applied to chip implementation. However, the other 
error sources, e.g. HCI (hot carrier injection)1, EM (electro-
migration), etc. cause gradual performance degradations 
similar to NBTI. Thus, their aggregate effects can be signif-
icant. Thus, the additional timing margin will not be negligi-
ble.  

The additional timing margin for reliable design has ad-
verse effects on power consumption. For instance, assuming 
that the additional timing margin for reliability reasons is 
5%, the overhead of power consumption can be more than 
10%. The tighter timing margin will require more gates in 
chip implementation. The increased gates will increase both 
dynamic and static power consumption.  

In terms of the power efficiency of margin-based ap-
proach, considering that most of gradual errors take effects 
after years of chip usage, the margin-based approach is not 
efficient since it pays additional power consumption during 
the early phase of SoC usage when the PMOS transistor 
does not suffer from performance degradation. Thus, we 
may need better ways to tackle the overhead of power con-
sumption especially in the early stage of chip usage when 
the mobile users may be the most sensitive to the power 
consumption. 

One of effective methods to overcome the margin is an 
adaptive approach. For instance, adaptive voltage scaling 
can be applied to manufacture time to make non-functioning 
chips with normal conditions functional by adjusting their 

                                                       
1 HCI has a similar effect on the threshold voltage to NBTI though 
their mechanisms are different. 

operating points, i.e. supply voltage settings. It is also ap-
plied during runtime [5]. Based on the real measurement of 
circuit performance with the performance monitor, the 
supply voltage is adjusted to a minimum level allowable at 
the moment of measurement (i.e., the margin is reduced 
from the worst-case one to a more realistic one). There are 
several other adaptive methods: post-silicon tunable clock 
driver [6], adaptive supply voltage scaling and body biasing 
[7], adaptive voltage swing in differential signaling [3], etc. 
Since a significant reduction in power consumption can be 
achieved with adaptive methods (in other words, the current 
timing margin is prohibitively large), we expect that new 
adaptive methods will be devised for power-aware reliable 
SoC design. 

III. Perspective 
We presented two issues from the current industrial prac-

tices of reliable SoC design: (1) performing design space 
exploration for redundancy and power consumption and (2) 
overcoming the current practice of margin-based reliable 
SoC design for low power consumption. We address the 
issues in two steps. First, we present a model-based design 
methodology for power-aware reliable SoC design. Then, we 
elaborate on design space exploration to exploit redundancy 
to achieve better power efficiency. 

A. Model-based Design of Reliable SoC  
Recalling recent design technology solutions to overcome 

the timing margin, the margin can be practically reduced by 
using accurate models, e.g. standard cell characterization 
considering the variations in process and lithography, inter-
connect RC estimation based on the simulation of CMP and 
etch process [8]. It is required to apply such a model-based 
approach to reliable design to overcome the limitation, espe-
cially, high power consumption of the current margin-based 
approach.  

There have been meaningful advancements towards mod-
el-based reliable SoC design. Samsung developed and ap-
plied a simulator called SRSIM (Samsung reliability simu-
lator) to memory chip designs. It models NBTI/HCI/TDDB 
at circuit level. It enables to locate weak devices, i.e. tran-
sistors, in terms of reliability. NEC recently reported that an 
NBTI-aware timing characteristic of logic gates can be ob-
tained and statistical STA can be applied with the updated 
timing information [9].  

Model-based design may require a set of models includ-
ing the reliability models for device and interconnect. The 
reliability has mostly a strong dependency on temperature. 
For instance, NBTI and HCI both strongly depend on tem-
perature (higher temperature leads to more charge trapping). 
Temperature models of chip require power models [10]. Re-
liability, temperature, and power depend on the behavior of 
SoC. For instance, heavy usage of multimedia applications 
may lead to shorter lifetime in multimedia-related IP’s (e.g., 
codec, mixer, pixel processing and display) than other IP’s, 
e.g. CPU. Thus, the entire set of models includes system 
behavior/performance, power, temperature and reliability 
models [11]. Such a set of models will enable to avoid ex-
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cessive timing margins thereby achieving better power effi-
ciency and become a foundation for design space explora-
tion for redundancy to be addressed in the next subsection. 

B. Design Space Exploration for Redundancy 
The design space with redundancy can be huge. As men-

tioned previously, dynamic redundancy has many options in 
both computation and communication. Static redundancy 
also has numerous options (e.g. component, array, and dy-
namic queue redundancy) per IP (e.g. CPU) [12][13].  

Since adaptive solutions are effective in low power con-
sumption, they can also be explored together with redun-
dancy. For instance, NBTI may be tackled in an adaptive 
way by applying adaptive body biasing to PMOS transistors. 
Such an adaptive method may need to be evaluated against 
other possible redundancy solutions (e.g. replacing NBTI 
critical parts with spares) to give a better choice for pow-
er-aware reliable SoC design. 

It is also possible to exploit redundancy to cope with the 
timing margin problem, i.e. a high timing margin to account 
for the gradual performance degradation. For instance, as-
suming that a spare unit can replace a mal-functioned unit 
after a certain time of correct operation, the design that can 
be replaced with the spare may have a smaller constraint of 
mean-time-to-failure (MTTF) than the one without a spare 
unit. The smaller MTTF constraint allows the timing margin 
with a spare unit to be set lower than the case that the spare 
unit is not used. In this way, redundancy can reduce the tim-
ing margin thereby giving lower power consumption. 

Another important type of options for reliable SoC design 
is error detection and correction schemes [14]: inserting er-
ror checking and correcting codes into application software, 
duplicated instruction/thread execution (which is also con-
sidered to be a redundancy option for error correction as 
mentioned above), watchdog processors, etc. For each IP or 
software thread, we need to make a choice on which type of 
detection and correction to apply. In terms of power effi-
ciency, the overhead caused by the error checking and cor-
rection can be significant, e.g., up to 100% of the power 
consumption of the original application when duplicated 
thread execution is applied. Thus, the choice needs to be 
made based on the analysis of its impact on power consump-
tion. 

It is imperative to make a suitable selection of redundancy 
option (in connection with possible adaptive solutions and 
error detection/correction schemes) for each design object 
during the entire design flow of SoC ranging from de-
vice/circuit level to architecture and software level. Thus, 
compared with conventional design space exploration of 
SoC design for performance, power and area, we come to 
have a much bigger design space to explore. The design 
space exploration needs to be performed based on the entire 
set of models mentioned above (reliability, temperature, 
power, and performance models). Since the design space 
exploration will cover from device to architecture and soft-
ware levels, the model set needs to cover all the levels.  

To be specific, the design space exploration will include 
three dimensions: spare CPU, functional unit, SRAM (col-

umn), buffer, and F/F for architecture , thread and instruction 
for computation, and communication path, router, link, and 
transmission for communication. Considering that hundreds 
of IP’s are implemented and that a large number of software 
threads and communication transactions execute on a single 
SoC, the entire design space for redundancy will be huge. 
Design space exploration needs to be able to make trade-offs 
among power consumption, performance (or QoS), and area 
while meeting the given reliability specification, e.g. MTTF.  

IV. Summary 
Low power SoC design is no longer a localized problem, 

e.g. just to minimize switching activity or turning off unused 
components. Reliability issues as well as recently addressed 
PVT variations need to be factored into the problems. In 
order to fight against these problems effectively, we need to 
study further beyond the current practice of SoC design, 
especially reliable SoC design in two ways. One is to apply a 
model-based approach to tackle the current pessimism in 
applying the timing margin. The other is to perform a pow-
er-aware design space exploration with various options such 
as redundancy, adaptivity, and error detection. Developing 
practically efficient design methods for the design space 
exploration will be the key to the success in future pow-
er-aware reliable SoC design. 
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