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Abstract: Physical attacks exploit the physical weaknesses of cryptographic devices to reveal the secret
information stored on them. Countermeasures against these attacks are often considered only in the later
stages of the full design flow, and applied manually by designers with strong security expertise. This
approach, however, negatively affects the robustness, the cost, and the production time of secure de-
vices.

In view of this increasingly relevant problem, it is crucial to address the design challenges associated
with the proliferation of physical attacks, developing a methodology to automate the design and the veri-
fication of secure embedded systems.

This talk focuses on one type of physical attacks, the differential power analysis (DPA), and presents the
design and the implementation of the infrastructure needed to enable the automatic application and veri-
fication of DPA countermeasures.
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