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Abstract— Modular multiplication isthe most dominant arith-
metic operation in éliptic curve cryptography (ECC), which isa
type of public-key cryptography. Montgomery multiplication is
commonly used asatechniquefor the modular multiplication and
required scalability sincethebit length of operandsvariesdepend-
ing on the security levels. Also, ECC is performed in GF(P) or
GF(2"), and unified architecturesfor GF'(P) and GF(2"™) multi-
plier areneeded. However, in previousworks, changing frequency
or dual-radix architectureisnecessary to deal with delay-timedif-
ferencebetween GF(P) and GF(2") circuitsof themultiplier be-
causethecritical path of GF'(P) circuit islonger. Thispaper pro-
poses a scalable unified dual-radix architecture for Montgomery
multiplication in GF(P) and GF(2"). Theproposed architecture
unifies 4 parallel radix-2'¢ multipliersin GF(P) and aradix-25*
multiplier in GF(2™) into a single unit. Applying lower radix to
GF(P) multiplier shortensitscritical path and makesit possible
to compute the operands in the two fields using the same multi-
plier at the same frequency so that clock dividersto deal with the
delay-time difference are not required. Moreover, parallel archi-
tecturein GF(P) reducestheclock cyclesincreased by dual-radix
approach. Consequently, the proposed architecture achieves to
compute GF'(P) 256-bit Montgomery multiplication in 0.23us.

I. INTRODUCTION

Elliptic curve cryptography (ECC) is a type of public-key
cryptography. Currently, the de-facto standard of public-key
cryptography is RSA; however, 1024-bit or longer key is rec-
ommended for RSA in order to establish secure communica-
tion. Because the security of ECC with 160-bit key is com-
petitive with that of RSA with 1024-bit key, hardware imple-
mentation of ECC can be more efficient in terms of area and
operation time.

Montgomery multiplication[4] is known as a technique for
modular multiplication. The advantage of using Montgomery
multiplication is that it enables to avoid divisions by the mod-
ulus after multiplications. Since the modular multiplication is
the most dominant arithmetic operation in ECC, Montgomery
multiplication is a common approach to shorten the encryption
and decryption time.

ECC is performed in either of two finite fields: prime
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field GF(P) or binary extension field GF(2"). Because EC-
DSA[1] that is the standardized elliptic curve-based signature
scheme uses both fields, Montgomery multipliers need to be
practicable in both fields as well. The difference between
multipliers in GF(P) and GF(2") is their delay times. In
GF(2"), carries generated in additions are not propagated so
that the critical path of GF(2™) circuit is shorter than that of
GF(P) circuit. In other words, addition in GF'(2™) is defined
as XOR.

The bit length of operands for Montgomery multiplier varies
from 160bits to 1024bits or more depending on required se-
curity level. Implementing individual multipliers for each bit-
length of input on a single chip makes the hardware cost expen-
sive. On the other hand, breaking that long operand into certain
bit-length digits and calculating them with a single arithmetic
unit with iteration can be scalable and reduce hardware area.
This is the reason why scalable algorithms and architectures are
preferable especially when hardware resources are restricted.

In previous works such as [2,3,5-10], several scalable
Montgomery multipliers were proposed. Ref.[2, 5-7] proposed
unified architecture of GF'(P) and GF(2™) circuit whereas [3,
8-10] are dedicated to GF'(P). The difficulty putting GF'(P)
and GF'(2™) circuits together is how to deal with the delay-
time difference.

Ref.[2,6] proposed architectures with radix-2 multipliers.
When & is defined as the bit length of the digits for breaking
n-bit operands into m digits (n = k - m), radix is defined as
2% and there is a trade-off between circuit delay time and to-
tal clock cycles by the radix size. The multipliers in [2, 6] in-
clude both GF'(P) and GF(2™) circuits so that it can compute
Montgomery multiplication in both fields. However, the clock
cycles of Montgomery multiplication increases proportionally
to the square of m, where m is the number of digits. Thus, it is
difficult to enhance throughput with these radix-2 multipliers.

Ref.[5] proposed architecture with 64-bitx 64-bit multiplier,
and it produces high throughput. As far as we know, this is
the fastest design in unified multipliers because of the high-
radix architecture, but this makes delay-time difference be-
tween GF(P) and GF'(2™) circuit larger. Then the frequency
of GF(P) mode is constrained at 137.7M Hz meanwhile
GF(2™) mode can be driven at 510.2M Hz. Moreover, the
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multiplier has to be capable of adopting different frequencies.

To deal with the problem of the delay-time difference be-
tween GF(P) and GF'(2™) circuits, [7] proposed dual-radix
architecture.  In general, lower-radix makes critical path
shorter. Ref.[7] reported that applying radix-2 for GF(P) and
radix-22 for GF(2") could reduce the delay-time difference.
However, this method increases G F'(P) clock cycles dramati-
cally because the radix of GF'(P) multiplier have to be small.
As a result, the Montgomery multiplication time of this method
is longer than that of [5]. Moreover, this proposal is applicable
only when the size of radix in GF(P) is small, such as 2, 22,
or 23,

This paper proposes a scalable unified dual-radix architec-
ture for Montgomery multiplication in GF(P) and GF(2").
The proposed architecture unifies 4 parallel radix-2'6 multi-
pliers in GF(P) and a radix-25% multiplier in GF(2") into a
single unit. Additionally, this architecture reduces the clock
cycles increased by dual-radix approach with the parallel mul-
tiplier in GF(P), and most GF(P) and GF'(2™) circuits can
be shared. Applying lower radix to GF(P) multiplier shortens
its critical path and makes it possible to compute the numbers
in the two fields using the same multiplier. Therefore, the pro-
posed Montgomery multiplier can be driven at same frequency
in both GF(P) and GF(2"™), consequently, the total operation
time of our proposal becomes shorter than that of any previous
works.

The rest of this paper is organized as follows; section Il in-
troduces the Montgomery multiplication algorithms; section I11
proposes an architecture for a scalable and dual-radix unified
Montgomery multiplier which reduces the delay time differ-
ence between the GF'(P) and GF'(2™) circuit; section IV re-
ports the implementation results and comparisons with previ-
ous works. Finally, conclusions are given in section V.

Il. MONTGOMERY MULTIPLICATION

Montgomery multiplication is a common approach for mod-
ular multiplication, and the modular multiplication is the most
dominant arithmetic operation in ECC. In this section, we in-
troduce algorithms for the Montgomery multiplication.

A. Montgomery Multiplication in GF(P)

Fig.1 shows the fundamental Montgomery multiplication al-
gorithm in GF'(P). In Fig.1, k represents the bit-length of the
digits as breaking n-bit operands into m digits (n = k-m). Be-
sides, capital alphabets represent n-bit polynomials, and small

INPUT: A = (am—1,---,a1,00)q9% ,B,P(0 < A, B < P)
INPUT: ¢ = —P~1 mod 2k
OUTPUT: C = AB2™"™ mod P
C:=0
fori=0tom —1
t; := (co + a;bo) ¢ mod 2%
C:=(c;i+a;B -l-tiP)/Qk
if (C>P)thenC:=C—-P

Fig. 1. Montgomery Multiplication in GF(P).
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Fig. 2. Montgomery Multiplication.

TABLE |
NOTATION
Parameter Meaning
A B Operands for Montgomery multiplication
a;i, b; k-bit (w-bit) digit (word) of A, B at position 4
P Modulus for Montgomery multiplication
q qg=P Tmodr
S Partial products in the multiplication process
C Multiplication result
n Bit length of A, B, and P
r Radix (r = 2F)
k Bit length of the digit
m Number of digits (m = [n/k])
w Bit length of the word
e Number of words (e = [n/w])

alphabets represent single digit. Other notations we use in this
paper are listed in Tablel.

Montgomery multiplication algorithm (Fig.1) avoids modu-
lus operation by adding the product of A and B to multiples of
P. Lower nbits of the result is guaranteed to become zeros. ¢
must be pre-calculated. Fig.2 shows the Montgomery multipli-
cation where m = 4. In Fig.2, C' is the output of Montgomery
multiplication.

B. Montgomery Multiplication in GF(2™)

Montgomery multiplication in GF'(2™) is executed with the
almost same steps as in GF(P). Fig.3 shows the funda-
mental Montgomery algorithm in GF(2™). However, unlike

INPUT: A (z) = (am—1,",a1,a0) 4% , B (z), P (z)
INPUT: ¢ (z) = P (z) ! mod z*
OUTPUT: C (z) = A(x) B (z)x~™ mod P (z)
C(z):=0
fori=0tom —1

t; () := [co (x) + a; () bo (z)] q (z) mod z*

C (2) :=[ci (&) + a;i (¥) B+t (z) P (x)] /2"

Fig. 3. Montgomery Multiplication in GF(2™).
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INPUT: A = (amfl, cee,al, ao)Qk
INPUT: B = (by—1,---,b1,b0)9k

INPUT: P = (pm—1,-"+,P1,P0)9k (0 < A, B < P)
INPUT: ¢ = —P~1 mod 2k

OUTPUT: C = AB2™" mod P

C:=0
fori =0tom — 1
z:=0

t; := (co + a;bo) ¢ mod 2%
forj=0tom —1
S = cj + aib]' +tip; + 2
if (j # 0) thencj_1 := S mod 2%
z = S/Zk
Cm—1:1=2

if (C'> P)thenC':= C' — P

Fig. 4. Scalable Montgomery Multiplication in GF'(P).

Fig.1, Fig.3 shows that the final subtraction is not required in
GF(2").

C. Scalable Montgomery Multiplication

The algorithms shown in Fig.1 and Fig.3 do not have scal-
ability to the change of n. Since the operand A is divided by
m into k-bit digits (n = k - m), it is possible to correspond to
change of n by adjusting m. In contrast, the operand B is not
divided, and n-bitx k-bit multiplier is required for Fig.1 and
Fig.3 so that it is impossible to correspond to the change of n.
On the other hand, the algorithm used in [2, 3,5-10] has scal-
ability because the operand B is divided by e into w-bit words
(n = w - €), and w-bitx k-bit multipliers are applied. When n
is changed, e is adjusted correspondingly as well as m.

The architecture in [5] comprises a multiplier accumulator
(MAC) with four 64-bit inputs and one 128-bit output. In ad-
dition, [5] adopted "finely integrated operand scanning method
(FIOSM)”, which was proposed in [11]. Fig.4 and Fig.5 show
the FIOSM in GF(P) and GF(2"). In [5] 64-bit MAC is
used in both GF'(P) and GF(2™). Comparing to GF'(2") cir-
cuit delay time, GF'(P) circuit delay time is longer so that the
frequency of GF(P) mode should be lower than 137.7M H z,
meanwhile GF'(2™) mode can be driven at 510.2M H z.

To deal with the problem of the delay-time difference be-
tween GF(P) and GF(2"), [7] proposed dual-radix archi-
tecture. In [7], applying radix-2 to GF(P) and radix-2? to
GF(2™) circuit reduced the delay-time difference. However,
the total Montgomery multiplication time of [7] is longer than
that of [5] because [7] simply made the radix for GF(P)
smaller than that for GF'(2"), and this requires more clock cy-
cles.

I1l. PROPOSED MONTGOMERY MULTIPLIER

A. Delay-Time Difference on Each Radix Size

Fig.6 shows that the delay-time difference between multipli-
ers in GF(P) and GF(2"™). Fig.6 was acquired by synthesiz-
ing the multipliers described in VHDL using Synopsys Design
Compiler with STARC 90nm process library!. In Fig.6, the

LSTARC 90nm process library is developed in a chip fabrication program
provided by VLSI Design and Education Center (VDEC), the University of
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INPUT: A (z) = (am—1,--,01,00) 4k
INPUT: B () = (bm—1,- -, b1, bO)Ik
INPUT: P () = (Pm—1,"""»DP1,P0) gk
INPUT: ¢ (z) = P (z) ! mod ¥
OUTPUT: C (z) = A(x) B (z)x~™ mod P (z)
C(x):=0
fori=0tom —1
z(z):=0

t; (z) == [co (%) + a; () bo (z)] q (x) mod z*
forj=0tom—1
S (x) :=cj () + a; (x) bj (z) + t; (x) pj (x) + 2 (x)
if (j #0) thenc;_1 (2) := S (z) mod z*
z(x) =S (x) /a:’lC

cm—1(x) =z ()

Fig. 5. Scalable Montgomery Multiplication for GF(2™).

larger k, the greater delay-time difference between multipliers
GF(P) and GF(2"™). Reducing the delay time of GF(P) cir-
cuit enables to avoid using clock dividers in order to be capable
of adopting different frequencies. The delay time of GF(P)
multiplier achieves 3.7 times longer than that of GF(2") mul-
tiplier when k& = 64.

B. Dual-Radix Unified Multiplier

In this section, we propose a Montgomery multiplier archi-
tecture which unifies 4 parallel radix-2'6 multipliers in GF'(P)
and a radix-2%4 multiplier in GF(2") into a single unit in or-
der to reduce the delay-time difference between GF(P) and
GF(2™) circuits.

Calculating GF(P) operands, we apply lower radix to
GF(P) multiplier to shorten its critical path and delay time.
In addition, this parallel architecture in GF'(P) reduces the
clock cycles increased by dual-radix approach. As Fig.6 shows,
the delay time of 64-bit (k = 64) multiplier in GF(P) is ap-
proximately same as the delay time of 16-bit (kx = 16) multi-
plier in GF(2"). Hence, we chose radix-2%* for GF(2") and
radix-21¢ for G F(P). Because the MAC has 64-bit input, four
16-bit multipliers in GF(P) can be parallelized. Fig.7 shows
the block diagram of the unified multiplier including 4 parallel
radix-216 multipliers in GF(P) and the radix-25¢ multiplier

5.0

w0 | GF(P)
B GF(2n)

Delay ns

00 L@B
0 10 20 30 40 50 60 70
k bits

Fig. 6. Delay Time of Multipliers in GF'(P) and GF(2").

Tokyo in collaboration with Semiconductor Technology Academic Research
Center.
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Fig. 7. Dual-Radix Unified Multiplier.
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Fig. 8. Scalable Dual-Radix Unified Montgomery Multiplier in GF'(P) and
GF(2").

Register File

MUX

in GF(2™). In other words, the multiplier works as 4 indi-
vidual 16-bit multipliers in GF(P) or single 64-bit multiplier
in GF(2™). Thus the delay-time difference is reduced while
high speed processing is enabled at the same frequency in both
fields.

C. Architecture of the Proposed Multiplier

Fig.8 shows the block diagram of the proposed Mont-
gomery multiplier. In Fig.8, the ALU consists of MAC, adder-
subtracter, and bitwise-XOR circuit which are needed for con-
ducting the algorithms presented in Fig.4 and Fig.5. Addition-
ally, Fig.9 shows the dual-radix unified multiplier placed in the
ALU depicted in Fig.8. In Fig.9, 64-bit operands A and B
yield a 128-bit product in GF(2™) or four 32-bit product in
GF(P). The control signals from the controller determine in
which field the calculation should be performed. MAC oper-
ation is completed by adding other 2 operands and the each
product. Fig.9 comprises 4 unified multiplier and 12 GF'(2")
multiplier. Fig.10 shows 16-bit unified multiplier in Fig.9. Fi-
nally, Fig.11 shows 4-bit unified multiplier in Fig.10.

TABLE Il
NUMBER OF CYCLES FOR RADIX-216 MONTGOMERY MULTIPLICATION
IN GF(P).
. Number of cycles
n (bits) ["Non-parallel (NS = 1) | 4 parallel (NS = 4)

160 241 78

192 337 83

224 449 132

256 577 165

D. Clock Cycles

The number of clock cycles required for the Montgomery
multiplication in GF'(2™) with the proposed architecture is ex-
pressed as in Eq.(1), where one MAC operation is done in 1
clock cycle.

2m? + 3m + 1 (1)

Similarly, the number of clock cycles required for the Mont-
gomery multiplication in GF(P) with the proposed architec-
ture is expressed as in Eq.(2), where NS stands for parallel
number. Eq.(2) expresses the worst case that the final subtrac-
tion in Fig.4 is conducted.

2
m’ﬂ + ﬁ\m FA4((m—1)%NS)+m+1  (2)

Tablell shows the comparison of required clock cycles be-
tween non-parallel multiplier (V.S = 1) and 4 parallel multi-
pliers (V.S = 4) with the algorithm in Fig.4. Although the non-
parallel radix-216 architecture (NS = 1) requires 577 clock
cycles to compute 256-bit Montgomery multiplication, the 4
parallel radix-2'¢ architecture (NS = 4) requires 3.4 times
less the clock cycles: 165 clock cycles.

IV. EXPERIMENTAL RESULTS

We implemented ALU (MAC, adder-subtracter, and bitwise-
XOR circuit), register file, and controller depicted in Fig.8 for
the proposed scalable dual-radix unified Montgomery multi-
plier in VHDL, and synthesized them using Synopsys Design
Compiler with STARC 90nm process library. In this section,
we evaluate the operation time and area of the proposed Mont-
gomery multiplier.

A. Operation Time

Tablelll shows the comparison of Montgomery multiplica-
tion operation time between our proposal and previous works.
In Tablelll, 256-bit MM time represents 256-bit Montgomery
multiplication operation time, and the area size is calculated
on the basis of 2-input NAND gate. Also, No. of Stages
in Tablelll represents how many stages are arrayed in a row,
where one stage has one MAC. Since the implementation result
indicated that the delay time was 1.4ns, the proposed Mont-
gomery multiplier can be driven at 714M H z, theoretically,
without considering the wire delay.

In Tablelll, the Montgomery multiplication operation time
of our proposal is shorter than any other that of previous ap-
proach in GF(2™). The second fastest Montgomery multiplier
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Fig. 9. 64-bit Dual-Radix Unified Multiplier.

in GF(2™) is the approach of [5], but the Montgomery multi-
plication operation time of our proposal is as long as that of the
approach by [5] in GF(2™) when they are normalized in fre-
quency. This is because we used the same algorithm and radix
as [5] did. TablelV shows the comparison of the required clock
cycles for one Montgomery multiplication.

In GF(P), the proposed Montgomery multiplier is the
fastest compared with previous works. Although the sec-
ond fastest Montgomery multiplier in GF(P) proposed in [5]
requires 3.4 times less the clock cycles our proposal does
(TablelV), the delay time of the GF'(P) circuit proposed in [5]
is 3.7 times longer than that of the GF'(2™) circuit proposed
in [5]. Unlike [5], in this work, the delay time of the GF(P)
circuit is as long as that of the GF'(2") circuit. Therefore, the
proposed Montgomery multiplier in GF(P) at 510.2M H z is
1.1 times faster in operation time than the multiplier proposed
in [5]. More importantly, the proposed architecture allows us
to perform both Montgomery multiplications in GF(P) and
GF(2") at the same frequency so that clock dividers or other
additional circuit for the delay-time difference are not required.

The architectures proposed in [3,8-10] are not unified so
that they can not compute both GF'(P) and GF(2™) operands.
Furthermore, [2, 6] applied radix-2 architectures, and [7] ap-
plied radix-2 in GF(P) and radix-22 in GF(2"), they are rel-
atively slow. In [5], the frequency of GF'(P) mode is con-
strained at 137.7M H z meanwhile GF'(2™) mode can be driven
at 510.2M H z, and the design has to be capable of adopting
different frequencies.

B. Area

In Tablelll, the area of the proposed Montgomery multiplier
is the largest compared with previous works except implemen-
tation on FPGA. This is because the area of the proposal in-
cludes 125kgates of the register file depicted in Fig. 8. In con-
trast, the area described in [6-10] includes only ALU, the area
described in [5] includes just ALU and controller; they also
need external RAMs to store operands and results. The area of
the controller in our proposal was 4kgates, and the ALU was
27kgates, and the total was 31kgates. Hence, the area of the
proposed Montgomery multiplier is almost same as that of [6—
10] and smaller than that of [5]. TableV shows the area of each
unit in our proposal.
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g

B[3:0] A[7:4]
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Fig. 10. 16-bit Unified Multiplier.

TABLE V
AREA OF PROPOSED SCALABLE DUAL-RADIX UNIFIED MONTGOMERY
MULTIPLIER.
Function Block | Area (kgates)
ALU 27
Controller 4
Register File 125

V. SUMMARY AND CONCLUSIONS

This paper proposed a scalable unified dual-radix architec-
ture for Montgomery multiplication in GF(P) and GF(2").
The proposed architecture unified 4 parallel radix-2'6 multi-
pliers in GF(P) and a radix-2%* multiplier in GF(2") into a
single unit. Applying lower radix to GF(P) multiplier short-
ened its critical path and made it possible to compute the num-
bers in the two fields using the same multiplier. In addition,
this architecture reduced the clock cycles increased by dual-
radix approach with the parallel multiplier in GF(P), and most
GF(P) and GF(2™) circuits was be able to be shared. There-
fore, the proposed Montgomery multiplier was capable of be-
ing driven at same frequency in both GF'(P) and GF(2"),
consequently, the total operation time of our proposal became
shorter than that of any previous works.
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TABLE Il1
COMPARISON OF MONTGOMERY MULTIPLIERS

Reference Technology Area Frequency Unified Field Radix | No. of Stages | 256-bit MM time
This work 90 nm CMOS 156kgates? T14MH z Yes GF(P) 216 1 (4parallelized) 0.23us
Thiswork | 90 nm CMOS 156kgates’ | T1AMHz Yes GF(2™) | 254 1 63ns
[2] Xilinx Virtex Pro | 1514LUT's 144MHz Yes GF(P) 2 64 1.1ms
[2] Xilinx Virtex Pro | 1514LUT's 144MHz Yes GF(2") 2 64 -
3] Xilinx Virtex Il | 2593LUTs | 135MHz No GF(P) 216 16 200
[5] 0.13umCMOS 107kgates | 137.7TMHz Yes GF(P) 264 1 0.36s
[5] 0.13umCMOS 107kgates | 510.2MHz Yes GF(2") | 267 1 88ns
[6] 1.2umCMOS — 80MH z Yes GF(P) 2 2 6.6us
[6] 1.2pumCMOS — — Yes GF(2") 2 2 —
[7] 0.5umCMOS 30kgates 203MHz Yes GF(P) 2 2 2.6us
M 0.5umCMOS 30kgates - Yes GF(2") 22 2 -
[8] 0.5umCMOS 28kgates 80MH z No GF(P) 2 40 7.4us
[10] 0.5umCMOS 28kgates 64MH z No GF(P) 23 15 3.2us
TABLE IV
NUMBER OF CYCLES FOR MONTGOMERY MULTIPLICATION.
Radix r Number of cycles
Reference GF(P) GF(2™)
GFE(P) | GF(2") =760 [ n=192 | n=224 | n=256 | n =160 | n =102 | n =224 | n = 256
This work 216 264 78 83 132 165 28 28 45 45
[5] 264 264 31 31 49 49 28 28 45 45
Lm Tm *im* i im Tm *im* TE Tm *f‘ 7y OEE s T [3] K. Kelley and D. Harris “Parallelized very high radix scalable Mont-
gomery multipliers,” Conference Record of the Thirty-Ninth Asilomar
Conference on Sgnals, Systems and Computers, 2005, pp.1196-1200,
October 2005.
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